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challenges	
  	
  for	
  IPv6	
  addressing	
  in	
  huge	
  networks	
  

•  ConnecBvity	
  in	
  huge	
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  –	
  the	
  German	
  
government's	
  IPv6	
  addressing	
  approach	
  

	
  
•  Setup	
  of	
  IPv6	
  addressing	
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  for	
  naBonal	
  government	
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  governments	
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Connec-vity	
  in	
  huge	
  environments	
  –	
  
the	
  German	
  government's	
  	
  
IPv6	
  addressing	
  approach	
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connec-vity	
  in	
  huge	
  environments	
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connec-vity	
  in	
  huge	
  environments	
  

Inter-­‐networking	
  with	
  IPv4	
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connec-vity	
  in	
  huge	
  environments	
  

Inter-­‐networking	
  with	
  IPv6	
  

Internet	
  

Private	
  
Network	
  

Business	
  
Site	
  

Business	
  
Site	
  

User	
  

Server	
  
10.0.0.0/8	
  

192.168.0.0/16	
  

10.0.0.0/8	
  

NA
T	
  

NA
T	
  

NAT	
  

NAT	
  
::/48	
  

::/48	
  

::/48	
  

Ro
uB
ng	
  

Rou
Bng

	
  

RouBng	
  

RouBng	
  



14/04/15	
  

5	
  

connec-vity	
  in	
  huge	
  environments	
  

Business	
  networking	
  –	
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connec-vity	
  in	
  huge	
  environments	
  

•  Specific	
  situaBon	
  for	
  naBonal	
  governments,	
  esp.	
  with	
  federal	
  
consBtuBon	
  
–  Several	
  locaBons	
  
–  Independent	
  in	
  ICT	
  (strategy,	
  organizaBon,	
  architecture,	
  

infrastructure)	
  
–  No	
  unit	
  being	
  able	
  to	
  set	
  and	
  enforce	
  central	
  decisions	
  in	
  ICT	
  
–  Using	
  secured	
  networks	
  for	
  communicaBon	
  between	
  each	
  other	
  is	
  

common	
  sense	
  

•  Similar	
  for	
  huge	
  companies	
  /	
  corporate	
  groups	
  with	
  only	
  small	
  
integraBon	
  in	
  ICT	
  

SituaBon	
  for	
  naBonal	
  governments	
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connec-vity	
  in	
  huge	
  environments	
  

•  QuadraBc	
  growth	
  of	
  rouBng	
  entries	
  to	
  the	
  closed	
  network	
  
according	
  to	
  linear	
  growth	
  of	
  number	
  of	
  connecBng	
  networks	
  

•  A]endees	
  of	
  the	
  closed	
  network	
  vary	
  heavy	
  in	
  dimension	
  –	
  
single	
  user	
  locaBons	
  up	
  to	
  central	
  governments	
  
–  Broad	
  difference	
  of	
  used	
  routers	
  and	
  router	
  capabiliBes	
  

•  Full	
  set	
  of	
  rouBng	
  entries	
  must	
  be	
  handled	
  by	
  each	
  router	
  in	
  
the	
  network	
  –	
  even	
  the	
  poorest	
  –	
  to	
  enable	
  any	
  to	
  any	
  
communicaBon	
  

•  Exchange	
  and	
  announcement	
  of	
  network	
  addresses	
  is	
  
necessary	
  between	
  all	
  parBcipants	
  of	
  the	
  private	
  network	
  

•  Dynamic	
  RouBng	
  is	
  limited	
  due	
  to	
  router	
  dimension	
  or	
  
security	
  governance	
  

ResulBng	
  Challenges	
  

connec-vity	
  in	
  huge	
  environments	
  

•  Easy	
  rouBng	
  decision	
  between	
  Internet	
  and	
  private	
  
networks	
  
–  Security	
  by	
  transparency	
  
–  Scalability	
  by	
  components	
  
–  Scalability	
  by	
  network	
  dimension	
  

•  Never	
  need	
  to	
  renumber	
  any	
  more	
  (aber	
  once	
  
numbering	
  with	
  IPv6)	
  

•  Infrastructure	
  ready	
  for	
  future	
  communicaBon	
  
requirements	
  (e.g.	
  end	
  to	
  end	
  to	
  other	
  governments,	
  to	
  
Internet	
  services)	
  

What	
  we	
  want	
  ...	
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connec-vity	
  in	
  huge	
  environments	
  

•  AllocaBon	
  of	
  one	
  Global	
  Unique	
  Address	
  per	
  endpoint	
  
–  Use	
  for	
  communicaBon	
  over	
  private	
  links	
  
–  Use	
  for	
  communicaBon	
  with	
  Internet	
  peer	
  

•  Setup	
  of	
  a	
  (central)	
  governmental	
  LIR	
  (local	
  internet	
  registry)	
  

•  Design	
  of	
  a	
  central	
  (aggregatable)	
  address	
  space	
  for	
  all	
  
naBonal	
  governments	
  

SoluBon	
  idea	
  

connec-vity	
  in	
  huge	
  environments	
  

•  Address	
  space	
  for	
  governmental	
  end	
  site	
  can	
  be	
  used	
  
(network)	
  provider	
  independent	
  

•  Advanced	
  security	
  architecture	
  possible	
  
–  Management	
  of	
  unused	
  address	
  space	
  /	
  prevenBon	
  of	
  IP-­‐hijacking	
  
–  Setup	
  of	
  security	
  features	
  like	
  RouBng	
  PKI	
  independent	
  from	
  single	
  

operators	
  possible	
  

AddiBonal	
  advantages	
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Setup	
  of	
  IPv6	
  addressing	
  
scheme	
  for	
  na-onal	
  

government	
  

Setup	
  of	
  a	
  central	
  IPv6	
  addressing	
  

•  Address	
  block	
  /26	
  was	
  assigned	
  in	
  2009	
  

•  OrganisaBonal	
  structures	
  had	
  to	
  be	
  developed	
  

–  NaBonal	
  LIR	
  localized	
  at	
  Federal	
  Office	
  of	
  AdministraBon	
  

–  Setup	
  of	
  federal	
  working	
  group	
  (the	
  “IPv6	
  working	
  group”)	
  

–  Suggested	
  structure	
  was	
  accepted	
  by	
  the	
  naBonal	
  ICT	
  
planning	
  council	
  (1/2011)	
  

Setup	
  LIR	
  de.government	
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Setup	
  of	
  a	
  central	
  IPv6	
  addressing	
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  of	
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  ressources	
  

So
ur
ce
:	
  D

O
I	
  I
Pv
6	
  
Re

fe
re
nc
e	
  
M
an
ua
l	
  

Address	
  concept	
  de.governm
ent	
  	
  

SubLIR	
  level	
  

So
ur
ce
:	
  D

O
I	
  I
Pv
6	
  
Re

fe
re
nc
e	
  
M
an
ua
l	
  



14/04/15	
  

10	
  

Setup	
  of	
  a	
  central	
  IPv6	
  addressing	
  

Ini-alised	
  Sub-­‐LIRs	
  
	
   In	
  opera-on	
  

Sub-­‐LIR	
  DOI	
  

Sub-­‐LIR	
  NdB	
  

Sub-­‐LIR	
  NRW	
  Communes	
  

Sub-­‐LIR	
  Berlin	
  

Sub-­‐LIR	
  Lower	
  Saxony	
  

Sub-­‐LIR	
  Meck.-­‐Western	
  
Pommerania	
  

Sub-­‐LIR	
  Bavaria	
  

Sub-­‐LIR	
  Schleswig-­‐Holstein	
  

Sub-­‐LIR	
  Hamburg	
  

Sub-­‐LIR	
  Hessen	
  

Sub-­‐LIR	
  Saxony	
  
by	
  June	
  2014	
  

Special	
  support	
  for	
  IPv6	
  
transi-on	
  in	
  governments	
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21	
  

Special	
  support	
  for	
  IPv6	
  transi-on	
  in	
  governments	
  

•  Network	
  provider	
  enable	
  IPv6	
  as	
  default	
  

•  Carrier	
  grade	
  NAT	
  causes	
  potenBal	
  problems	
  

•  Microsob	
  declared	
  IPv6	
  as	
  “mandatory	
  part	
  of	
  the	
  Windows	
  
operaBng	
  system”	
  in	
  2008*	
  
–  Microsob	
  does	
  no	
  tests	
  for	
  evaluaBon	
  on	
  system	
  behaviour	
  with	
  

deacBvated	
  IPv6	
  
–  New	
  system	
  services	
  of	
  Microsob	
  partly	
  base	
  on	
  IPv6	
  only	
  (e.g.	
  

HomeGroup,	
  DirectAccess)	
  

MoBvaBon	
  to	
  start	
  IPv6	
  transiBon	
  now	
  

*	
  h]p://technet.microsob.com/en-­‐us/magazine/2009.07.cableguy.aspx	
  
	
  	
  	
  h]p://www.msxfaq.de/konzepte/ipv6.htm	
  

22	
  

Special	
  support	
  for	
  IPv6	
  transi-on	
  in	
  governments	
  

•  Content	
  
–  Basics	
  on	
  IPv6	
  
–  Workshop	
  modules	
  for	
  training	
  and	
  approach	
  planning	
  
–  Best	
  pracBces	
  for	
  approach	
  
–  SuggesBons	
  for	
  soluBons	
  
–  Checklists	
  

•  Documents	
  public	
  available	
  in	
  English	
  
–  h]p://www.lir.bund.de	
  –	
  best	
  pracBce	
  

Governmental	
  specific	
  basics	
  -­‐	
  IPv6	
  transiBon	
  guide	
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Special	
  support	
  for	
  IPv6	
  transi-on	
  in	
  governments	
  

•  IPv6	
  profiles	
  
–  EvaluaBon	
  of	
  exisBng	
  equipment	
  
–  Support	
  for	
  procurement	
  
–  Bases	
  on	
  exisBng	
  profiles	
  	
  

(ripe-­‐554,	
  NIST	
  USGv6,	
  …)	
  

•  End	
  to	
  end	
  view	
  on	
  eGov-­‐applicaBons	
  
–  InvesBgaBon	
  of	
  Hardware	
  and	
  Sobware	
  

•  No	
  recommendaBons	
  for	
  configuraBon	
  

•  Documents	
  public	
  available	
  in	
  English	
  
–  h]p://www.lir.bund.de	
  –	
  best	
  pracBce	
  

Governmental	
  specific	
  basics	
  -­‐	
  IPv6	
  profiles	
  

24	
  

Ques-ons	
  ?	
  

Contact	
  
MarBn	
  Krengel	
  -­‐	
  Citkomm	
  
krengel@citkomm.de	
  
www.citkomm.de	
  

Contact	
  
GEN6	
  
info@gen6-­‐project.eu	
  
www.	
  gen6-­‐project.eu	
  


