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IPv6 in Germany´s Public Administration 

 

• IPv6 enabling of Government Infrastructures 

• Management of the IPv6 address space 

• Routing 

 

   



Networks of the Central Government 

    
• Netze des Bundes (NdB, Networks of the Central Government) was 

• designed based on a IPv6-Infrastructure  

• prepared for the new generation of IP-Addresses und -Technologies 
 

• Informationsverbund Bonn-Berlin (IVBB, Information Network Bonn-
Berlin):  

• 2009: Request to the service provider of IVBB, to implement only IPv6 enabled 
components in the future 

• Krypto-Infrastructure is not IPv6-enabled. Replacement planned within the 
IVBB-CR „SiReKo“   (Sichere Regierungs-Kommunikation, Secure Government 
Communication). 
 

• Informationsverbund der Bundesverwaltung / Bundesverwaltungsnetz 
(IVBV/BVN, Network of the central administration): the central network 
components were proved to be IPv6 enabled, Migration to IPv6 was planned during 
this year.  
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Networks of Municipalities 

     

• Citkomm: Enabling a municipal datacenter's network and infrastructure for 
IPv6 within GEN6 project 

• IPv6 was successful added and proved to the network concept for autonomous 
system (AS) integration 

• Successful external validation of AS-concept 

• Transition of DOI network access point to IPv6 

• Detailed concept and implementation of test network for application evaluation 

• Enabling WAN-link to Fraunhofer  
FOKUS test bed based on WAN  
gateway implementation 

• Enabling further services in WAN  
gateway 

• Gateway connection for national  
TESTAng gateway opened for  
tunnel communication (IPv6 over 
 IPv4) at national gateway  
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DOI services 

• DNS P 

• Secure eMail P 

• PKI  

• Video conferencing (P) 

 

IPv6-enabled infrastructure  

• IPv4/IPv6 Dual 
Stack  Backbone P 

• Central services P 

• Security Ggateway P 

• Crypto System (intermediate version P, final version with dual stack end of 
2014) 

1
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„Interconnection Network“ DOI     



Management of the IPv6 address space 

     

Implementation of SubLIRs 

 
• 11 SubLIRs are in operation 

• 8 federal states have no operative SubLIR 

 

In Operation 

Sub-LIR DOI 

Sub-LIR NdB 

Sub-LIR NRW Kommunen 

Sub-LIR Berlin 

Sub-LIR Niedersachsen 

Sub-LIR Meck.-Vorpommern 

Sub-LIR Bayern 

Sub-LIR Schleswig-Holstein 

Sub-LIR Hamburg 

Sub-LIR Hessen 

Sub-LIR Sachsen 
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Management of the IPv6 address space 

• A significant part of addresses are not (yet) 
announced to the internet. 

• Some addresses and responsibilities cannot be 
published (e.g. in the RIPE-DB) 

• The address space based on long-term considerations 
. Therefore the address plan contains reserves, i.e. at 
the beginning  the „HD Ratio“ is small compared with 
the RIPE requirements. 

• On the other hand, implementation  of the address 
plan shows that the present /26 will be too small. 

 

• Solution approach 

• Adjustment of the corresponding RIPE Policies 589, 513 
to the requirements of the public administration. 

• Proposal was prepared and discussed with RIPE, 
common approach with EU and member states planned 

 

Challenges: 



   

 

• Assignment of a /26 (plan /19) address space „de.government“ 

• First local IPv6 Pilots of the de.government address space 

• Start Piloting IPv6 in DOI 

• Start Implementation of SubLIRs 

• Going into operations of IPv6 in DOI 

• Completion of the implementation 
of the LIR de.government 

• Implementation of Dual Stack 

• Complete Implementation of SubLIRs 

 

 

Q4/09 

Q3/10 

Q4/10 

Q4/12 

Q2/11 

Q4/11 

Status and Plan 

Q4/14 

Q4/15 ?? 



Routing 

• Splits the /26 in 64 /32 blocks 
• Target: well structured 

networks 
• Transparent networks, 

hierarchical routing (with some 
well defined exceptions) 

• Each /32 will be implemented 
locally (i.e. per federal state) by 
the corresponding “Sub-LIR” 

      

Allokation de.government: /26 

/32 



Routing 

• §3 IT-NetzG: For data communication between the 
central government and the federal states the 
“interconnection network “ (=DOI) has to be used. 

 

Can IPc6 routing support the implementation of this law? 

(de.gov addresses will be routed over government 
networks) 

• Municipalities are not necessarily connected to a 
“state network” 

• Certain institutions of (different) federal states (part 
of the corresponding SubLIR) may be connected by a 
separate network 

• Many services are only reached over the internet   

What is the normal case and what is the exception?  

 

Solution approach 

• Routing concept in preparation 

Internal Routing 

M1-1 M1-2 St2 

PE PE PE 

SubLIR 1 SubLIR 2 

PE 

M2-1 

NWx 

PE 

   DOI 

NWy 
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Routing 

• Different local networks (e.g. networks of federal 

states) have their own Internet access. 

• Local announcement of the /32s (and possibly of 

smaller adress spaces) 

• Routing of small address spaces is not ensured 

 

• Solution approach 

– Routing agreements with ISPs (“green cloud”) 

– Central routing instance (Routingfallschirm) 

– Possibly central announcement of the /26 

– Enlargement of the address space (see above) 

– Concept in preparation 

External Routing (1) 

DOI Border:  

Router A 

   DOI 

U1 U2 U3 

PE PE PE 

Internet 

local 

ISP 

Firewall 

Firewall 

Border 

Router B 

Central 

Internet Access Point 
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Routing 

• Routing umbrella, first step: 
Monitoring of misrouted 
packets 

 

External Routing (2) 

Monitoring 



Routing 

• Routing umbrella, 

second step: Rerouting 
of misrouted packets 

 

 

External Routing (3) 



Discussion & Questions 

IPv6 in Germany´s Public Administration 

Mail: 

HeinzWerner.Schuelting@bmi.bund.de 

Heinz-Werner.Schuelting@devoteam.com 
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