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Disclaimer

The GEN6 project (number 261584) is co-funded by the European Commission under the ICT
Policy Support Programme (PSP) as part of the Competitiveness and Innovation framework
Programme (CIP). This document contains material that is the copyright of certain GEN6
partners and the EC, and that may be shared, reproduced or copied “as is”, following the
Creative Commons “Attribution-NonCommercial-NoDerivs 3.0 Unported (CC BY-NC-NC 3.0)
licence. Consequently, you’re free to share (copy, distribute, transmit) this work, but you need
to respect the attribution (respecting the project and authors names, organizations, logos and
including the project web site URL “http://www.gen6.eu”), for non-commercial use only, and
without any alteration, transformation or build upon this work.

The information herein does not necessarily express the opinion of the EC. The EC is not
responsible for any use that might be made of data appearing herein. The GEN6 partners do
not warrant that the information contained herein is capable of use, or that use of the
information is free from risk, and so do not accept liability for loss or damage suffered by any

person using this information.
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Executive Summary

The introduction of IPv6 is a challenge for everybody and every institution. Nobody is changing
a running system without need but the shortage of IPv4 addresses and devices communicating
only by IPv6 forces every maintainer of communication infrastructures to handle and to use the
new protocol. The transition to IPv6 (IPv6-only or Dual-Stack) affects the whole stack:
applications, middleware like application servers and hardware of any kind - the Development
as well as the operation of services.

This document will support those in public administration planning the transition on how they
can find answers to the two following questions: Will my existing equipment support IPv6? and
What are the minimum requirements of devices to be interoperable?

There are several documents around describing such requirements on different level: from
coarse to detailed, from organisation specific to vendor driven. This document and the
accompanying set of requirements are forming a profile which has its roots mainly in the
German profile and the ripe-554, the IPv6 Logo program and several documents from US
government standards. All recommendations have been evaluated and stripped off from
national specific requirements. Even if this profile has been written with public administration

in mind if can also be used in other areas.

So this document gives guidance for the evaluation of existing infrastructure and it can be used
for procurement processes. But the reader should keep in mind that this document is not the
one size which fits all the time. There will be situations where the recommendations have to be

changed by making them smoother or by tightening the screws.

This profile will not be accompanied by a certification or validation program. There are several
ways to ensure the existence of required capabilities: the device or application is conformant
to another existing profile with comparable requirements, it has passed a 'Logo-Program’ like
the one from the IPv6-Forum or by written agreement of the vendor. Setting up an approval or
certification is far beyond the tasks of WP2 and the GEN6 project.

15.09.2013 - v1.0 Page 4 of 70



297239 GENG6 | D4.2: EU IPv6 Profile — Guidelines for IPv6 Deployment

Table of Contents

Table Of CONTENTS ....ueeiiiiiiiiiitiiiteeieee et as e s a s e s s s s e s s as e s s e san e s s e sneesesssnessessanesssnnns 5
LIS 1111 o L Tt o T 7
2. EXISHING Profiles....cccccceeeeeiiiiicccieeeeetttsececssneeeee e e ses s s sssnneeeessessssssnnneesesessssssnnnesessesassssnnnsesesessssssnnnsesesesssssnnnnane 8
2.0 RIPE 554ttt sttt ettt h bttt ettt aeenne s 8
2.2 GEIMAN IPVE PLOSIl@ ..ottt ettt ettt e e et e e ettt e e et a e e ettt e e e e stsaeeaasata e e tsaseeasssssesssaaasssanannnnes 9
2.4 IPv6 Ready LOGO Program Of tNE IPVE FOIUM...........cc.ueeeecuveeeeeieeeeecieeeetteeeeaitesaesitsaeassasasesssssessssasssssesanans 11
2.6 IPv6 Node Requirements and INfOrMALIVE RFCS............oeeecuveeeeeiieieeeiieeeesseeeeecteeaeseteaeesseseeesssesesssssasssssesanans 12
3. Specific Profile for PUDIIC TENAEN.......cccccccireeeeiiieccccrneeeete e eeeccrseeeeeeeeeesssnsneeeesseessssnnnsesessesssssnnnsesessssssssnnnnnns 15
3.1 TRE PrOfile PUIPOSE ...ttt e ettt e e ettt e e ettt e e e et e e e e ata e e et tsaaaeaats e s e e sssaaeasssaaeatseseessssaseasssnanans 15
3.2 EU PrOfile PrOPOSQI ..........veeeeeeeeeseee et e ettt e ettt e e et tte e e et e e et a e et st e e e s ts e e e e sssaaeaassaaeasseseessssassasssnanans 16
3.3 EU PIOfile — HiG LEVEI ......cc..eeeeeeeeeeeeeee et ettt e e ettt e et e e ettt e e e ettt e e e asaaesataaaeetseseessssasesassnanans 16
3.4 EU Profile — DELAIIEA LEVE ..............oeeeeeeeeeeeeeeeee ettt e ettt e et a e ettt e e e ettt aesaaa e s tsasaeassasessssaaasssenanans 16
3.4.1  StruCtUre Of tNE TADIE SNEELS ......ccc..uveeeeeeeeeeeee et e et e e et e e ettt ae e e ettt e e e s asaeestsasesstsasessssaaasssesanans 17
3.4.1.1 DOVICE ClOSSES.....ecuevieieeeiiieeet ettt ettt ettt ettt e s e st e st e st e st e saneenneesaneas 17
3.4.1.2 Vo Tora oY q Lo ] I Oe L= [o ] 4 [-< TS 19
3.4.1.3 Description Of the TADIE COIUMNS............ccccveeeeeieeeeeee ettt e et e e e et e e e e aa e e et aeeetsaaessaseeas 20
3.4.14 REQUITEMENT LEVEIS .....ooeveeeeeeeeee ettt ettt e ettt a e e e e ettt e e e e e e e et eaaaaeeeassstassaaasasssssenees 21
3.4.1.5 HOW t0 ReAA the Profile MOLIiX.........c....uuueeeeeeeeeeiiiieee e eeectteee e e e eeesttteae e e e e e ettt e e e e e e ssssssseaaaeeesssssnens 22
3 Lo To -SSP PPPPPPRUPPPPPRIPN 24
3.4.2.1 CommuNiIcation Of the IPVE NOGE...........ccceeeeueieeieeie ettt e e e e e et e e e e e e sttt aaaeeeesssassanaaans 25
3.4.2.2 NEtWork / SYStem MONGGEMENT ........cc.veeevveeeeeeeeeeeieeeireeeiseeeiseeeiseeeisseeisessesseesseseesssessesessssessessesseessens 31
3.4.2.3 LinK-SPECIfiC REGUITEMENTS.........veveeeeeeeeeeiee ettt e e e ettt e e e e e ettt a e e e e e e st e e aaaeeeassssassaaseessssssnees 31
S B (o 17 (=] PP 32
3.4.3.1 COMMUNICALION Of tNE ROULEE ...ttt ettt e e e e e ettt a e e e e e s et aaaeeeessassenaaaaean 32
3.4.3.2 ROULEE FUNCEIONS ...ttt sttt sttt e s st e st eesainneees 34
3.4.3.3 NEtwork / SYStem MONGGEMENT ........cc.veeeveeeeeeeeieeeeieeeeieeeeiseeeiseeeiseeeiseeeiseeseseeessessesesessessesssessessesseessees 36
3.4.34 LinK-SPECiIfiC REGUITEMENTS.........veeeeeeeeeeeeeee ettt e ettt a e e e e ettt a e e e e e ettt aaaaeeeasassanaaaseeesssssnees 37

15.09.2013 - v1.0 Page 5 of 70



297239 GENG6 | D4.2: EU IPv6 Profile — Guidelines for IPv6 Deployment

4.

5.

6.

S [0 S U RO SUSPRPRRPRPIN 38
3.4.4.1 COMMUNICALION Of TN HOSL........eeeeeeie ettt e e ettt e st a e ettt e e et a e e s saeaeesttaaesssssasssssaasesresannns 38
3.4.4.2 VY o) o) | Tolo 1 T Tg BN o) o S S 40
3.4.4.3 Network / SYStem MONGGEMENT .........c..ecceveeeveeereeeiieeeiteeeireesiseeeiseesiseeeiseessssesisesesssesssesesssesssesssssesssens 40
3.4.5  SECUITLY COMPONENTS. ...uuvveeeeeveeeiiieietiaeiatttstaetetsesstaeetstaeatsestetaeattesesesebesesesassseseseseeeeeeeasseseseseassesannnesnnnnennnnns 40
3.4.5.1 General Requirements for SECUrity COMPONENTS..........ccccueeeescreeeeeiiieeeeieeeesiteeeesiteeeesissseesisaaeessresaenns 41
3.4.5.2 IPVE PACKET FIlLEI ...ttt sttt ettt e nnenanenaeanne 44
3.4.5.3 YiYoJ o) | Tolo u T gl Mo V=t @ Cle 1L =3 e VA OSSR 48
3.4.5.4 VPN CryPtO-GALEWAY....cceeveveeeeeeeieiiieiiiiiiieeeeeeteeeeesteeseeestaeseaesesesesasasesesesasesasasasesasesesesesesebesesesesasssnsesnnnns 51
R N I 11} 4o Y 4 4V Lot 1V = Y =1 V=2 ¢TSS 52
3.4.6.1 L L Y =T = TP 52
3.4.6.2 L I Y= = TP 52
3.4.6.3 RADIUS SEIVEL ..ttt ettt st n et ettt et s e s e sbeesbe e st eaeeaenanenaeanne 52
3.4.64 TUNNEI BIOKEL ...ttt sttt ettt sttt ettt et ae st e naeenaeeae e e eanens 52
3.4.7  Management ANd CONFIGUIALION ...........c..eeeeeueeeeeiieeeeeiieeeeeeeeeettae e et teeeesttseaesessaeessesasasssasesssssasasssesanans 53
3.4.8  ENUEIPIISE SWILCR...cccceeeeeeeeee ettt ettt ettt e e e e e ettt e e e e e e e et taaetaaaeesstsssaaaaeeesssssssasaaeeessnssssens 53

Lo T ol 11T T TN 55

L3 =] =T =T T 56

L= =T = I O 58

15.09.2013 - v1.0 Page 6 of 70



| 297239 | GEN6 D4.2: EU IPv6 Profile — Guidelines for IPv6 Deployment

1.  INTRODUCTION

Since the beginning of the Internet, the Internet Protocol version 4 (IPv4) has been used. Today,
this protocol is used everywhere, including the internal networks of public administrations and
organisations. The Internet and all other networks using IPv4 today face a major technical
change, as it is necessary to change to the successor of IPv4, IPv6.

There are two central answers for the often raised question about the major factors driving the
migration to IPv6:

. The non-availability of free IPv4 addresses, e.g. in Asia, forces the migration.

. The increasing need for addresses for various devices including sensors and
smartphones, but also washing machines' etc. communicating via IP networks
increases the problem of the exhausted IPv4 address space.

The convergence of both facts accelerates the migration towards IPv6.

In the future, there will be many devices that will have only IPv6 addresses (instead of an IPv4
address) and which will be only reachable via this address. Already nowadays, disabling of IPv6
is no longer possible for the latest operating system releases. ISPs will provide the remaining
IPv4 addresses only for high fees. In the case of changing the ISP, e.g. after a mandated call for
tenders, it could be impossible to migrate these existing IPv4 addresses to a new ISP. Thus,
migration to IPv6 will not only guarantee availability of a sufficient number of IP addresses, but

ensure the future reachability of one’s services without a long-term binding to a specific ISP.

The goal of this document is to define a common profile, EU IPv6 profile for public acquisitions
involving IPv6. The profile will help organizations in their procurement process when updating
their equipment in order to support IPv6 and will be an important step to maintain the
interoperability requirements. The main focus of the description is on the common set of

recommendations for the support of specific IPv6 features.

Chapter 2 gives an overview on existing, international profile documents. Chapter 3 proposes a
specific profile for public tenders within the EU community. Chapter 4 concludes the
deliverable.

! http://www.pcworld.com/article/32128/article.html
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2. EXISTING PROFILES

The protocols concerning the global Internet are written as Standards documents (STDs) and
Request for Comments documents (RFCs) by the Internet Engineering Task Force (IETF).
Roughly 200 of those documents are concerned with the definition and operation of IPv6,
including adoptions of related protocols (e.g. ICMP), so that an interoperation with IPv6 is
possible, as it is with IPv4.

Existing IPv6 profiles usually describe mandatory/recommended/optional requirements for
IPv6-enabled devices or implementations, based on STD and RFC documents. There may be
additional technical requirements in any given use case, for example depending on specific
quality- or security-related requirements. Use of the profiles (and conformance to any one of
them) is only one step towards practical interoperability, as it depends also on the actual
devices’ configuration, and possibly also vendor (in-) compatibilities.

As an overview the following sections name and describe existing profiles.
2.1 RIPE 554

The Réseaux IP Européens Network Coordination Centre (RIPE NCC) supports the technical
coordination of Internet infrastructures within Europe. In this framework the IPv6 working
group has developed ,,Requirements for IPv6 in ICT Equipment”. These requirements have been
documented in November 2010 in “ripe-501” [ripe-501]. As of June 2012 an updated version of
this document is available in ,ripe-554“ [ripe-554].

The ripe-554 document — and specifically the requirements documented therein — can be seen
as a supporting collection of best practices for the public sector and commercial companies
alike.

ripe-554 identifies the essential devices classes: Switches (for end users or enterprises), routers,
end systems, security devices (classified as either packet filters, application layer gateways, or
intrusion detection systems), CPE-routers, mobile devices, and load balancers. For each class it
identifies mandatorily and optimally implemented RFCs. During procurement, preferred devices
should implement most of the optional requirements, in addition to all the mandatory ones, of

course.

ripe-554 is relatively coarse in its characterization of the different RFCs, as it does not
differentiate between the various properties inside a single RFC documents — the RFC is

assessed as a whole.
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2.2 German IPv6 Profile

The Ministry of the Interior made the first step in 2009, reserving an address block that is
sufficient for the whole German public administration. This address space ensures that each
public administration communicates using its unique subspace in the future. This enables more
direct, simpler, and more efficient communication. The management of the German address
block is organized corresponding to the German federal structure covering the federal
government, the federal states and the municipalities.

The second step was the development of guidelines [IPv6_Migration] to stimulate and support
the transition of public administrations to IPv6 addresses. They support the acquisition of new
devices and the evaluation of existing hard- and software and help switching to IPv6.

The IPv6 profile for the public administration supports the acquisition of new and the
evaluation of existing devices. The definition of necessary/mandatory, useful/recommended
and optional features of IPv6 devices enables the detailed specification of selection criteria.
Requirements can be specified in terms of device roles (router, firewall ...) and usage contexts
(stationary, mobile ...), simplifying the assessment of the fulfilment. The profiles can also be
used to assess existing devices, concerning their usability in IPv6 environments.

The German profile document especially considers the requirements and characteristics of
public administrations (e.g. existing network architectures and security requirements) and thus
provides the foundation for the focused and structured transition to IPv6 for the

administrations.

The profile document for the public administration provides support for the procurement of
IPv6-capable hardware and software components. To this goal it specifies which IPv6-standards
have to be supported by a networked device or system, in order to fulfil its duties in an IPv6

environment.

The profile document consists of two parts, a tabular profile matrix and a companion document
explaining how to read the matrix. The profile matrix contains all the details about the support
of required and recommended standards, while the document explains the format and use of
the profile matrix and some further details. The profile documents can also be applied to check

the IPv6-fitness of existing networked components.

It is very important that IPv6 be introduced into network environments across-the-board,
because of the IPv4 address shortage. This means that every new purchase of networked
devices or software must take IPv6-capabilities into account to guarantee a level readiness for

the future — optimally even for an environment where IPv4 is not available at all anymore.

The adoption of IPv6 can be done in different ways:
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o Based on existing network infrastructure, IPv6 can be added to IPv4 in parts or
whole of the network (e.g. the Intranet of a company). Using IPv4 and IPv6 together
in a single network is called dual-stack approach.

. In newly created networks (or subnets) with clearly defined tasks and use cases, one
can consider to run IPv6 in an IPv6-only configuration. For this to work, all
components (hardware, software (OS, applications)) must be able to run without
any IPv4 available.

The detailed analysis of the scenarios stands at the start of building an IPv6-capable network,
regardless of whether the network is based on existing components or made up of new
acquisitions. The network functions to be used are based on this analysis (e.g. stateless
autoconfiguration). The definition of scenarios and derived functions is an important
precondition for applying the profile documents. They determine which sections of the profile
have to be taken into account for the planned network, and in effect, which features are

optional, recommended or mandatory.

The publication of these documents at http://www.ipv6.bva.bund.de provides them to all
interested parties. The documents are a pragmatic introduction to IPv6 transition and support

implementing it in practice.

2.3 Department of Defence Unified Capabilities Requirements

The document called “Department of Defence Unified Capabilities Requirements 2008, Change
2 (UCR 2008, Change 2)” [UCR08_2], which is actually from December 2010, describes quite
comprehensively a multitude of requirements on IPv6 devices and implementations for

procurement by the United States Department of Defence (DoD).

Subchapter 5.3.5 of [UCR08_ 2] documents the requirements related to IPv6. An integral
component of the document is the "DoD IPv6 Standard Profiles for IPv6 Capable Products
version 5.0" from July 2010.

The document contains a detailed device classification, and it identifies mandatory,
recommended, and optional features based on the classification of devices into simple end
system / simple server, router, security device (packet filter, application-layer gateway), switch,

and end system (or specific application).

The document not only lists the required RFCs themselves, but also lists demands on specific

functions, and preferences on how given features should be used.
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2.4 |IPv6 Ready Logo Program of the IPv6 Forum

The vendor-driven IPv6 Ready Logo Program [IPv6Ready] of the IPv6 forum encompasses
specifications for conformity tests and interoperability tests for IPv6 and related protocols:

o the IPv6 base protocol (including Stateless Address Autoconfiguration (SLAAC) ,
ICMP , addressing architecture, explicit congestion notification (ECN), Neighbor
Discovery (ND) and Path MTU Discovery)

J IPsec and IKEv2

. Multicast Listener Discovery, Version 2
. SNMP-MIBs

o Mobile IPv6 and NEMO

o DHCPv6

. SIP

For this purpose the IPv6 forum provides test suites for automated evaluation of IPv6
properties. A successful passing of such test suite authorizes a vendor to assign the IPv6 Ready
logo to the tested devices series. There exist dedicated IPv6 test centres, which provide running
of the test suite as a service. However, the IPv6 Ready logo can also be obtained via

provisioning of appropriate self-test results by the manufacturer.

Those tests are — on purpose — very detailed and comprehensive. They take into consideration
the targeted role of the system under test, and sometimes go into detail up to checking single
messages and message exchanges between devices. On the other hand the number of referred
RFCs in the IPv6 Ready tests is relatively low (36 compared to more than 200 in other IPv6

profiles).

The IPv6 Ready tests include only checks that can be verified using a standardized external
interface of the system under test. Internal variables such as internal router states are not
checked. This means that passing the IPv6 Ready tests does not automatically imply a fully

correct implementation of a required feature.

We note especially that network protection functions, as provided by packet filters and
application layer gateways, are not captured by the IPv6 Ready tests as these functions are not

formally standardized in STD and RFC documents.
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2.5 A Profile for IPv6 in the U.S. Government

This document [NIST_USGv®6], in version 1.0 from September 2008, has been developed by the
National Institute of Standards and Technology (NIST), an organization related to the US
ministry of trade.

The document divides networked devices into end systems, routers, and security devices
(packet filter, application-layer gateway, intrusion detection/prevention devices).

The network-related features are categorized by it into 12 groups: Base features, routing,
service quality, transition between IPv4 and IPv6, link-specific features, addressing, IPsec-
related features, network management, multicast, mobility support, application-level
requirements, and special requirements by security devices.

The document goes into much detail concerning the devices’ intended usage environment (use
cases), and the relations between different features, based on the defining RFC documents.
This approach results in a quite complex document, because many features are required only
conditionally, in dependence of others.

The document divides features into mandatory and optional ones. It does not value or prioritize
the optional features, however. The document specifies for each feature which RFCs must be
implemented in order to fulfil the desired functionality.

In its goals, the [NIST _USGv6] document comes closest to our IPv6 profile document.
Unfortunately, due to its age, some important parts of [NIST _USGv6] are not up-to-date
anymore, so that the reader often needs to check for updated or newer RFC documents, to find
the latest definitions, when assessing it. Up to the beginning of 2013 no newer version of
[NIST_USGvV6] has been released.

The NIST document Guidelines for the Secure Deployment of IPv6 [NIST _119], from December
2010, is most of all an IPv6 tutorial, but with a specific focus on IPv6 security issues. It especially
informs the reader about those IPv6 security risks, which have not yet been finally solved (e.g.

IP first-hop-security issues in Intranets).

2.6 IPv6 Node Requirements and Informative RFCs

Informative RFC documents are divided into different categories:

. Standards Track (Proposed Standard, Draft Standard or Standard)
J Informational

o Best Current Practice (BCP)

o Experimental

Therefore, one could expect that all relevant information for an IPv6 profile are contained
within the standards documents, and that BCP documents only contain things like

15.09.2013 - v1.0 Page 12 of 70



| 297239 | GEN6 | D4.2: EU IPv6 Profile — Guidelines for IPv6 Deployment |

recommendations for network and device configuration. In practice, the borders between the

document types are not that clear.

The reasons for this lie in the process by which standardization in the IETF works: new topics
(for example some security mechanism) might be discussed by different working groups, and
tackled with different approaches. This wide-spread interest and the participation of different
groups till the final version of an RFC have a high influence on the final result. It is this broad
consensus process during the writing of an RFC document, which leads to relevant, practically
usable protocol definitions in the RFC standards, but also sometimes to (still) open detail
questions and a not-so-hard differentiation between the different types (STD, BCP, ...) of RFC

documents.

I”

Some RFCs of the “informational” type are also referred by our profile matrix document, as
these sometimes are the ones which specify relevant parameters for practical use of a protocol.
In any case it can be beneficial to read the informational RFCs in your area of interest too. In
the remainder of this section we highlight important “overview type” RFCs that are relevant for

working with our IPv6 documents and IP6 in general.
RFC 6434 — IPv6 Node Requirements

RFC 6434 (“IPv6 Node Requirements”) [RFC6434], from December 2011, is an update on RFC
4294 (published April 2006). It is foremost an informal summary and reference of all the
fundamental IPv6-RFCs, their main features, and the relevance thereof. The document divides
networked devices into nodes, routers, and end systems. Unfortunately, the document does
not regard transit systems (such as security devices without dedicated routing functionality) as

a separate class, as all the profile documents mentioned before do.

This RFC summarizes different requirements on IPv6 devices (end systems, routers, etc.). It
sorts the numerous requirements with regards to protocol layers (Sub-IP layer and IP Layer) and
based on protocol mechanisms (for example DNS, DHCP, Mobile IP, and security). RFC 6434 is
already the second “incarnation” of Node Requirements (it replaces [RFC4294]). It describes the
interaction between protocols and their mechanisms, while pointing to other RFC documents
for the underlying details and related requirements. RFC 6434 also defines separate
requirement levels, which specify in how far other RFCs (or parts thereof) must be

implemented.
RFC 6204 — Basic Requirements for IPv6 Customer Edge Routers

A special class of devices are routers in local networks that provide the connectivity (uplink)
towards the external network provider (often synonymous: “Internet provider”). There exist
different terms for such a router, depending on the use case: Perimeter router, edge router,

and small-office-home-office-router (SOHO-router, see table 1). RFC 6204 (,,Basic Requirements
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for IPv6 Customer Edge Routers”) [RFC6204] describes requirements related to the WAN- and
LAN-side of such router, as well as generic networking features of it. This RFC highlights the
differing requirements on such a router, for example for local IP address configuration,
depending on the intended use case. For security requirements RFC 6204 refers to RFC 6092:
"Recommended Simple Security Capabilities in Customer Premises Equipment (CPE) for
Providing Residential IPv6 Internet Service" [RFC6092]). While RFC 6204 was still in the making,
the closely related RFC 6092 “Recommended Simple Security Capabilities in Customer Premises
Equipment (CPE) for Providing Residential IPv6 Internet Service” [RFC6092] has been in the
making. The latter especially focuses on IPv6 in the SOHO use case and the complexity in the
interaction between the different protocols in use in this case. This informational RFC is now
also final (as of January 2011).

RFC 4864 — Local Network Protection for IPv6

The emphasis of this RFC document lies in the presentation of the security-relevant aspects in
typical computer networks, and which IPv6 mechanisms can be used to cover them. Starting
point of this document is the observation, that many security issues are “solved” in the IPv4
world using Network Address Translation (NAT). As the use of NAT is problematic (even more
so with IPv6), this RFC gives recommendations on how typical security aspects that are
commonly addresses in IPv4 using NAT, can be covered in IPv6 networks by using existing IPv6

protocol mechanisms.
RFC6071 — IP Security (IPsec) and Internet Key Exchange (IKE) Document Roadmap

This RFC document [RFC6071] gives an overview about the different RFCs in the area of IP
security (IPsec). During the long time of standardizing IPsec, numerous documents on it have
been finalized by different working groups. Therefore it is quite tiresome to get an exhaustive
overview on IPsec. RFC 6071 gives an overview on the IPsec-related RFCs, including a short

description for each and additional background information.
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3.  SPECIFIC PROFILE FOR PUBLIC TENDER

3.1 The Profile Purpose

The profile should be seen as a checklist to determine the set of requirements that are
important for the targeted network. This set can then later be used as input to the functional
specification document to be used in procurement. It is not appropriate to just refer to the IPv6
profile in a “must-be-fulfilled” manner; it is merely a basis to lookup the concrete set of
requirements. Alternatively such a set of requirements can be used to query detailed feedback
from network equipment vendors about the applicability of their devices for the planned IPv6
network, based on a listing of relevant IPv6 standards (request for comments, RFC).

In both cases, one can use the profile as a basis for communication between vendors and
customers about detailed technical requirements, in the form of relevant IPv6-standards
(request for comments, RFCs) and associated requirement levels. The combination of technical
systems in a network which all do fulfil the IPv6 profile does not necessarily lead to a fully
functioning network setup — the fulfilment of the profile requirements is however a necessary

minimal requirement for successful interoperation.

Note that the concrete configuration of the systems is not part of the IPv6 profile. This
effectively means that setting up the networked systems in a useful and compatible way is a
separate task, after procuring systems which have all the required features implemented. In
practice, even systems which are compatible on paper and do support all the required features,
may experience interoperability issues, due to slight differences in IPv6 implementations.
Therefore, dedicated interoperability tests are recommended, which test the concrete systems
in practice. Before bringing new systems into “live” networks, it is often a useful approach to
setup a smaller, limited test bed, which is initially not part of the production network that is to

be migrated.

The evaluation of existing IPv6 profiles showed that these profile documents do indeed not
represent competing definitions, but represent complementary approaches, showing IPv6
aspects of components from different points of view and with their main emphasis on different
IPv6 issues.

All considered profile documents relate to relevant standards documents (request for
comments, RFC) and define features from these standards for different classes of devices, and
in different requirement levels. In this way the profiles recommend, which RFCs (all or parts
thereof) are mandated, recommended, or optional, given a specific device, network
environment and use case.
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The existing profiles differ in their terminology regarding requirement level, as well in their
depth — where one profile may mandate a complete RFC; another may pick specific features
from that RFC only. In our comparison and consolidation work we have aligned the data from
the other profiles as good as possible, and have explained differences where needed, to
motivate our recommendation.

3.2 EU Profile Proposal

After an analysis and a comparison of these profiles, and identification of common structural
elements, the listed requirements can be consolidated in a consistent form, the
recommendations for the EU IPv6 profile that is targeted to the public administration sector.
We concentrated on the profiles already existing in the EU context, the RIPE-554 documents
and the proposition for the profile for the public sector in Germany. Both profiles differ in
structure, presentation and coverage and detail, but broadly there are no contradictions in
their recommendations.

We propose to use both IPv6 profiles for hardware components in the European context, the
RIPE document at the high level, for general orientation in required IPv6 features, and the
German profile, current version presented in this document, with more detailed and more
focus on the public sector.

The development of future revisions of both documents should remain consistent with each
other.

3.3 EU Profile — High Level

The last version of RIPE (at the moment RIPE-554) is recommended for the general list of IPv6

requirements.

3.4 EU Profile — Detailed Level

The more detailed level of recommendations is based on the proposition of a profile for the

public sector in Germany and the documents describing profiles.

This chapter describes the structure of the IPv6 profile matrix document to be used for public
sector in Germany and how to "walk it through" in a given use case, in order to derive the right
set of requirements. The IPv6 profile matrix (Excel sheet) will be delivered as an extra
document.

At first the generic structure of the table sheets from the profile matrix document will be

shown and then we have a look at some of these sheets in more detail.

15.09.2013 - v1.0 Page 16 of 70



| 297239 | GEN6 | D4.2: EU IPv6 Profile — Guidelines for IPv6 Deployment

3.4.1 Structure of the Table Sheets

The profile matrix document has been structured along two "dimensions" to make it optimally
accessible to the reader. The dimensions are:

o device classes and
. functional categories.
The different device classes are described on a separate table sheet (see also section 3.4.1.1).

The recommendations per functional category themselves are structured hierarchically on each
sheet (see also section 3.4.1.2).

In order to avoid redundancies in the descriptions, we at first define the "IPv6 node" as the
basis for all other IPv6-enabled devices. The sheets for all other device classed then only note
the requirements which are needed in addition to IPv6 node.

3.4.1.1 Device Classes

The currently existing profiles cover a set of devices classes. In RFC 2460 (“Internet Protocol,

Version 6 (IPv6) Specification”) [RFC2460] the classes "node", "router", and "host" are defined.

As the German profile was initially targeted at the networks and devices of the public
administration, this set had to be extended, leading to the set depicted in Figure 1. The “white
nodes” in figure 1 are for structuring only; they do not represent a separate table sheet in the
profile matrix.

| Node ]
] Endsystem ]
e Router |
e Ser ity devices |
e | Packetfiltar ]
| Application-layergataway |
| WP crypto-sateway ]
Infrastructure s erver ]
|—| DNE, DHCF, SHP |

Manasement I

1WA

Enterpris & Switch I

Figure 1: Hierarchy of device classes

These subclasses make up a generic instance of this class. The “node” sheet as the basis defines

all requirements which affect each IPv6-capable device. A concrete device may indeed

15.09.2013 - v1.0 Page 17 of 70



| 297239 | GENG6 | D4.2: EU IPv6 Profile — Guidelines for IPv6 Deployment |

implement the features of more than one device class. Take for example a current SOHO-DSL-
Gateway — it usually implements functions from the following device classes: router, packet
filter, DNS- / DHCP-Server, and possibly other infrastructure servers as well. Therefore, to
collect all requirements for a given device, multiple table sheets have to be taken into
consideration (cf. Figure 2).

Security devices (in the public administration) play a special role: even though they are based
on “node” as well, their practical implementation may in fact deviate from some “MUST” type
recommendations from the node sheet, if this is a functional necessity for their operation.

SOHO gateway device

(DSL, router, packet filter, / T Router

)
/ |  Endsystem
\

— Packet filter

n
$
. . =
| | Application Layer | &
Gateway 2
3
13
|| VPNCrypto- |&
Gateway
g
— DNS server 3
S g
22
g3
Node — DHCPserver |%&
4 Management

Figure 2: Complex Device Example Based on the SOHO Router Use Case
The German IPv6 profile adheres to the following principles:

. Each feature is (as much as possible) only listed in one device class, since device
classes inherit from one another (cf. Figure 1). An exception from this rule happens,
when the recommendation level increases in a more specific device class, e.g. from

the node sheet to the router sheet.

. The recommendation level can only be increased when going from a base sheet to a
derived sheet that inherits the recommendations. For example, there are some
features related to Stateless Address Autoconfiguration (SLAAC) which are
"recommended" for node but "mandatory" for end systems. The only exceptions to

this rule are security devices. In special cases, they may also downgrade a
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requirement, i.e. not implement a feature which is a “mandatory” in the node sheet.

. The features listed in the "Management" table sheet do not represent a device class
of its own; rather the sheet documents relevant aspects of a management interface
across different devices classes.

As an introduction to the use of the IPv6 profile matrix the reader should have a look at the
following table (Table 1). The first two columns list concrete devices (grouped by device class),
as they can be found in the public administrations’ networks, while the rightmost column
names the related table sheets.

Device Table sheet

End system

Workstation, Desktop

End system, node, if need be: Management

Notebook, Tablet

End system, node, packet filter,
if need be: Management

Server (Application)

End system, node, management

Router

SOHO router

Router, node, packet filter, DNS- / DHCP-Server

Perimeter router
Edge router
Border router

Router, node, management

infrastructure router

Router, nod, management,
if need be: DNS-/ DHCP-Server

(Layer2-) switch

Enterprise Switch, management

Security device

Packet filter

Packet filter, node, management,
if applicable: Router

Application layer
gateway (ALG), Proxy

Application layer gateway, node, management,
if applicable: Router

Crypto box
VPN gateway

VPN crypto-gateway, node, packet filter,
management, if applicable: Router

(Network-)infrastructure

DNS server
DHCP server
RADIUS server
tunnel broker

End system, node, infrastructure server,
management

Table 1:

Relation between Device Classes and Matrix Table Sheets

3.4.1.2 Functional Categories

All features listed in the table sheet for a device class are grouped into a hierarchy. Most of the
time this hierarchy will be: “category” referred RFC document belonging to this category, and
“selected feature” from inside this referred RFC document. Figure 2 in this document shows an
example of this approach for structuring.
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Each sheet starts with generic requirements that are relevant for several classes; followed by
the features referring to the core functionality of the class.

The following list describes the generic functional categories:

. Base requirements: These features are needed for a successful IPv6 communication.
Amongst them are the support for the IPv6 protocol itself, ICMPv6, Neighbor
Discovery and functions for detecting the maximum packet size (MTU discovery).

. Addressing: IPv6 address semantics, formatting, and address configuration features
belong in this category.

. DNS resolver: this category covers all the differences between client-side DNS
related to either IPv4 or IPv6

. Transition mechanisms: this category covers all technologies that serve the
migration from IPv4 towards IPv6 support

. NAT: the category describes mechanisms that implement features in an IPv6
environment that are realized in IPv4 using network address translation (NAT)

. IPsec: this category covers the security-related features
. Multicast: the category describes the support of multicast functionality
. Quality of Service (QoS): the category covers all functions that are needed to

support different levels of network transmission quality
. Mobility: the category covers the functions needed for Mobile IPv6

. Network and system management: This category describes the management-related
protocols for use with IPv6, as far as they are not yet contained within the top-level

device class “management” already
A similar categorization is used by [UCR08_2].

The latter of each sheet can contain a list of requirements specific to a device class (for example

router, end system, packet filter).

3.4.1.3 Description of the Table Columns

While the concrete row structure may differ between sheets of the profile matrix, the structure
of the used columns is uniform across the sheets, cf. table 2.

15.09.2013 - v1.0 Page 20 of 70



297239 | GENG6 | D4.2: EU IPv6 Profile — Guidelines for IPv6 Deployment

Column | Contents ‘
Category possibly multiple stages of functional categories
Category (cf. section 3.4.1.5)
Category
RFC number of relevant RFC document
Titel title of relevant RFC document
Feature, function name of the concrete function
Project recommendation recommendation level of this feature
for use in the public administration
Comment associated remarks (if any)
ripe-554 (successor to ripe-501) recommendations of the respective profile document

Table 2: Description of Table Columns

The latter columns are filled to a different level, sometimes more, sometimes less, because not
all referred external profile documents contain statements to each feature we list in our profile
matrix. In some occurrences our profile matrix contains suggestions on how a certain profile

document relates to this device class or to this category.

Due to the different structure of the diverse profile documents it was not possible to find one
common terminology for the specification of requirement levels. If in doubt, the reader should

consult the original document of the corresponding profile.

3.4.1.4 Requirement Levels

More or less each existing profile uses its own terminology for requirement levels specification.
Our profile matrix uses the terms "must", "recommended", "optional", and "for information";

cf. the following table.

Term | Description ‘

mandatory The noted feature has to be realized in this form, based on
technical and/or administrative reasons, because the desired
behaviour cannot be implemented otherwise, without this feature.

recommended The realization of this feature is deemed useful. Depending on the
concrete use case and other requirements a device from this
device class may omit the implementation of this feature.

optional The given feature is optional.

not recommended The feature should not be used.

prohibited The feature must not be used.

for information further information, for example overview documents

Table 3: Definition of Requirement Levels

RFC documents that only have an informational character do not receive a recommendation in

our profile other than ,for information”, as they do not contain concrete, implementable
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specifications or features, but only describe additional requirements to an implementation or

realization of a feature.
Conditional Requirements

In the profile matrix document, as well as in other, referred profiles, some features are only
required when certain conditions are true. In these cases the condition is clearly stated in the

requirement level column of the feature’s table row.

In case that conditions relate to the whole set of features inside a functional category, then the
condition is stated in the matrix already on the category level. For example, the use of SNMP is
recommended. This means SNMP-related requirements are to be fulfilled only in case that
SNMP is actually used.

The following sections describe, where needed, selected recommendations, showing
background information to motivate our selected recommendation level. We suggest to the
reader to read these description alongside the respective table sheet.

The existence of additional features in a device — i.e. the features that are implemented but
not used — is not always beneficial. Their existence could result in an increased configuration
overhead, or could pose an unwanted security risk/hole. Procured new devices should
therefore not contain an unnecessarily huge feature set, and it should be known (and
documented on installation) what other functions a device may realize (e.g. “router XYZ: Can

also work as a packet filter — not used”).

3.4.1.5 How to Read the Profile Matrix

The following paragraphs document some examples on how to read our profile matrix
document. For a better comprehension we have included here some excerpts (snippets) from
the actual profile matrix document. These snippets can be easily found in the profile matrix

document. The following examples show some aspects of its use:

Cate- | Cate- Cate- | RFC | Title | Feature, function Project recommendation Comment
gory gory gory
C ication of the IPv6 node
Basic requirements
Basic
RFC 2460 Internet Protocol, Version 6 (IPv6) Specification mandatory
Flow Label Field not used and ignored mandatory
(unless RFC 6437 is implemented)

Figure 2: Profile example #1 — Feature / Function and Requirement Level

In this example the last line gives additional detail information, related to the specific feature.
Each used feature or function which is referred in our profile matrix, will have assigned a
recommendation level. If single features from an RFC are explicitly listed in our profile matrix,

then (in rare) cases they may show a requirement level that differs from the one given in the
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RFC itself. Also, our document sometimes assigns requirement levels to a feature which did not
show any requirement level in the RFC document at all.

Cate- Cate- Cate- RFC Title Feature, fun ction Project recommendation Comment
gory gory gory
Device functionality

and

ig i mandatory
Access to management / configuration via IPv6 and |recommended
1Pv4
Support of deactivation of an IP variant (IPv4 / recommended if a separate management /
IPv6) not used for management / configuration configurations interface will be

used

Figure 3: Profile example #2 — Feature / Function without a Related RFC

The second example shows requirements from within the profile matrix which were not
specified by an RFC document initially. This is usually the case in our document when the
requirements are of a more abstract level, and represent a requirement not represented by a
single RFC document. In this example we show the requirement to have devices configurable
(remotely) via IPv4 as well as IPv6. The comment field gives additional information, here, under

which conditions this specific recommendation is relevant.

SEND, if usage planned recommended only few inplementations
available
|RFC 3971 |Secure Neighbor Discovery (SEND) mandatory
|RFC 3972 |Cryptographica|ly Generated Addresses (CGAs) mandatory

Figure 4: Profile example #3 — Condition ,,if use is planned”

In some cases a condition is specified, related to a complete function category or subcategory
in the matrix. The IPv6 feature SEcure Neighbor Discovery (SEND) for example is not necessarily
needed for normal IPv6 operation, therefore some RFCs do only need to be addressed, when
SEND is to be used in a practical setup. This always depends on the concrete use case. In
practice, for example, not many networked systems require support for mobile IP. If they do,
however, then a plethora of features become mandatory, as they are conditional on the use of
mobile IP.

The usage of certain other function categories is explicitly recommended, especially for security
purposes. If you decide to support the function category, then the listed RFCs are mandatory,

because the used function category should conform to the relevant standards.

This means: In the first step, you make a decision for the whole function category and in the
second step the whole category is ignored if usage is not planned or the requirement levels of
the RFCs and functions in the whole category are treated like unconditional table entries. In our
example: If you decide to use SEND, then RFC 3971 and RFC 3972 are mandatory.

RFC 4864 Local Network Protection for IPv6 for information compilation of corresponding
RFCs and native IPv6 features

Figure 5: Profile example #4 — Row without requirement level specification
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The fourth example shows that a row in our profile can also omit the recommendation level — if
it is of informational level only. In these cases the profile indicated that would be very helpful to
know about the RFC, especially, when it is also referred by other profile documents as well. In
such a case then comment field usually explains the contents of the referred RFC, and possibly,
why it is only for information.

An RFC may contain requirement levels for single features, even if it does not specify a
requirement level for its contents in their entirety. This is often the case when an RFC is
informational, yet contains some features give a requirement level, or extend older features,
which already had a requirement level. In this case our profile also gives that requirement level,
instead of “for information”.

IKEv1, if usage planned recommended for interoperability with nodes
which are not IKEv2-capable

RFC 2409 IKE version 1 (IKEv1) mandatory for interoperability with nodes
(obsolete!) which are not IKEv2-capable
During SA establishment, discarding of further mandatory
answers after reception of the first
cryptographically correct answer

Figure 6: Profile Example #5 — Notion of obsoleted RFC

Some RFCs in our profiles are marked as “obsolete”, such as in the figure above. There are two

cases where this applies:

J if a newer RFC updates an existing, older RFC in its entirety, adding clarifications

and/or corrections

J in the description of (additional) new protocol features and/or functions, which are

incompatible with parts of an existing RFC standard

In the latter case where the newer RFC obsoletes ("overwrites") only parts of the older RFC we
also list the older RFC and features (and requirement levels) of it within the profile matrix. The
same is true for new RFCs which are not yet in wide-spread practical use, or if the features of
the older RFC must be supported, because they are in practical use still. In the above profile
example #5 the older protocol (here: IKE version 1) plays an independent role (compared to IKE
version 2), therefore it is listed in the profile matrix still. Even older features can still have the
requirement level “mandatory”, in case they are relevant for certain use cases. In such a case
the use cases are clearly indicated in the comments field. Generally, however, an
implementer/manufacturer of a device has to follow the newer RFCs; including their

documented corrections (“verified errata”).

3.4.2 Node

Nodes are the most general devices of an IP network. In contrary to routers and hosts, they are
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not reflected by dedicated physical equipment but is an abstract component implementing the
basic communication functions in real devices. The advantage of this approach is that common
features of different device types involved in a given communication can be described at a
single place. This simplifies the presentation and the assurance of interoperability between
different device types.

The specific requirements for nodes can be classified into the following:

. the communication of the IPv6 node,
. the network or system management, and
o the link-specific requirements.

3.4.2.1 Communication of the IPv6 Node

This section covers all features required to participate in the communication in an IPv6

network.
Basic Requirements

The basis for the communication is the IPv6 basic specification in RFC 2460. If no functionality
based on the Flow Label in the IP Header is used, this field shall not be used (set to ZERO) and
ignored. Otherwise, the handling of the field conforming to RFC 6437 (“IPv6 Flow Label

Specification”) shall be implemented.

Following RFC 5722 (“Handling of Overlapping IP Fragments”), the use of overlapping IP

fragments is forbidden for security reasons.

RFC 6540 (“IPv6 Support Required for All IP-Capable Nodes”) describes the problem that the
term IP implied IPv4 in older RFCs and that primarily new RFCs have been created for IPv6.
Therefore, it is sometimes unclear which IP version(s) have to be supported. This RFC

recommends as “Best Practice” that

J new IP implementations shall implement IPv6 mandatorily,
J updates of existing IP implementations should IPv6,
J concerning functionality and quality, the IPv6 support shall be equivalent or better

compared to the IPv4 support, and

J the coexistence of IPv4 and IPv6 (dual-stack operation) should be supported and
IPv4 shall not be necessary for proper operation of new or updated

implementations.
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For security reasons, some ICMPv6 features have to be configurable, to avoid the disclosure of
the local network infrastructure and to prevent denial-of-service attacks.

The Implementation and the use of the Neighbor Discovery Protocol (NDP) are mandatory. For
the protection against malicious neighbours, some usage requirements are tightened.

RFC 5942 (“IPv6 Subnet Model”) contains some clarifications concerning the IPv6 subnet model
in conjunction with the use of NDP. It is informational.

Secure Neighbor Discovery (SEND) is a mechanism to protect the automatic network
management of IPv6. Its support is recommended, but only few implementations are available

up to now.

The topic “Transfer” covers basic communication features of nodes in IPv6 networks that are

related to data transmission or the coordination of devices.

. Path MTU Discovery is a relevant basis for the functioning of IPv6 communication as
a fragmentation by routers is not envisaged. Thus, nodes shall support Path MTU
Discovery. Nodes should support the processing of packets with at least 1500 octets
to enable high-performance communication. If a node receives “Packet Too Big”
ICMP messages in return to unfragmented, minimum-size packets of <= 1280 octets
(as specified in RFC 2460) it shall insert a Fragment Header in those packets as
specified in RFC 2460 and RFC 1981. Received single-fragment messages shall be
handled conforming to RFC 6946 (“Processing of IPv6 "Atomic" Fragments”).

. IPv6 jumbograms are packets up to a theoretic size of 4 GB which might be used by
special applications to transport large amounts of data in the future. It has to be
noted that the customary transport protocols (i.e. TCP, UDP) do not support such big
data units. Thus, special protocols are required above IPv6. Today, customary Layer

2 transmission mechanisms do not support such packet sizes, too.

o The Router Advertisement (RA) messages of the Neighbor Discovery Protocol (NDP)
contain an 8-bit field for flags. RFC 5175 (“IPv6 Router Advertisement Flags Option”)

defines an extension enabling further flags for future applications.

. The IP Router Alert Option conforming to RFC 2711 is based on a hob-by-hop header
that informs routers along the path about the necessity to process the packets
carrying it. This function can enable a more efficient handling of the packets related

to certain protocols (e.g. RSVP) by routers.
Header Compression

The term “Header Compression” covers different methods to compress the transmitted
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headers of typical Internet protocols like IP (IPv4 or IPv6), UDP, and TCP etc. as short as
possible. Generally, redundant data is not transmitted, i.e. data known to the communication
partner(s) is omitted. A typical example is the omission of the message length as it can be
derived from the message borders of the underlying layer.

Header compression always requires the use of compatible compression components at all
communication partners. In many cases, header compression leads to a higher processing
effort at the communication partners. Additionally, some errors can no longer be detected
when header compression is applied. E.g., the loss of a segment of a fragmented message
cannot be detected if the overall message length is not transmitted.

Header compression is optional for general scenarios of public administrations as it is only

useful under specific conditions like a very small transmission rate.

If header compression is used, the availability of corresponding components typically influences
the method applied. For very low-performance systems, the complexity of the method can be

determinant.

The most modern and efficient header compression method is Robust Header Compression
(ROHC, RFC 5795 and others). This method is formally structured into a framework specification

and different profiles.

If the use of ROHC is planned, the framework specification RFC 5795 ("The RObust Header
Compression (ROHC) Framework”) and the profiles for TCP/IP (RFC 4996) and for RTP, UDP, IP
ESP and UDP-Lite (RFC 5225) shall be implemented.

If the old profiles for RTP, UDP, ESP and uncompressed messages) are implemented conforming
to RFC 3095, the implementation of RFC 4815 (“Corrections and Clarifications to RFC 3095”) is
mandatory. RFC 3843 (“ROHC Profile for IP”) and RFC 4362 (“ROHC: A Link-Layer Assisted
Profile for IP/UDP/RTP”) are optional.

For the use above PPP, an adapted variant of ROHC is specified in RFC 3241 (“ROHC over PPP*).

Two older but still fully functional header compression methods are specified in RFC 2507 (“IP
Header Compression”) for point-to-point links and RFC 2508 (“Compressing IP/UDP/RTP
Headers for Low-Speed Serial Links“).

Payload compression

Besides applying header compression, payload compression can be performed optionally, i.e. a
lossless compression of the user data in messages. (An analogous example is the zipping to

optimise the use of data storage.)
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For this purpose, the framework specification RFC 3173 — IP Payload Compression Protocol
(IPComp), enabling the use of different concrete compression algorithms, is available.

For payload compression, the same conditions and consequences apply as for header

compression (low transmission rate, increased processing effort).

Addressing

I”

The “General” section covers relevant RFCs with focus on IPv6 addressing and address-types.
The use of IPv4-mapped addresses is not recommended. The inherent ambiguity of these

addresses induces security risks.

The use of site-local addresses is no longer allowed; unique-local addresses (ULAs) provide a

similar concept.

All nodes shall support manual/static address configuration as a basic mechanism. (Hosts and
certain categories of routers need to support additional address configuration means as well.)

All nodes shall implement RFC 4862 (“IPv6 Stateless Address Autoconfiguration®) (for
exceptions concerning security devices see the corresponding profile sheets). It shall be
possible to switch off and to configure the use of stateless address autoconfiguration. It has to
be noted that RFC 4862 covers multiple classes of functions: on one hand a mechanism for the
automatic address configuration of hosts and on the other hand important basic functions for
the operation of IPv6 networks that are independent from automatic address configuration.
Two of these functions are to be emphasized here: Link-local address configuration and
duplicate address detection. The automatic generation of link-local addresses is a prerequisite
for the automatic configuration of networks. Duplicate address detection (DAD) is a mandatory
function to preserve the functioning of the network. Under certain operational conditions, e.g.

when using mobile IP, optimistic DAD conforming to RFC 4429 can be used optionally.

Where DHCPV6 is available, the use of automatic address configuration conforming to RFC 4862
is not recommended. When automatic address configuration is used, stateless DHCPv6 may
optionally be used in addition to distribute information about infrastructure servers (like DNS

or NTP servers).
DNS Resolver

Largely, the DNS system is not IPv6-specific. It is contained in the profile due to extensions for
the use in conjunction with IPv6 and due to the fundamental relevance of the functions. It has
to be noted that not all nodes have to contain a DNS resolver. As this is the exception, DNS is

mandatory.

The implementation of the router advertisement (RA) option for the configuration of the DNS
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server conforming to RFC 6106 is recommended to largely enable future autoconfiguration via
RA.

Under corresponding conditions, the implementation of DNSSEC is recommended, as DNS is a
critical infrastructure for the operation of IP networks that should be protected.

Transition Mechanisms

Different transition mechanisms towards IPv6 (also called migration) are described in RFC 4213
(“Basic Transition Mechanisms for IPv6 Hosts and Routers®).

Teredo should only be used under well-founded, extraordinary conditions.
NAT Succession

The development of the Internet and the usage has shown early that the number of IPv4
addresses will not be sufficient. Mainly, this led to two developments: the IPv6 protocol with a
much larger address space and network address translation (NAT) as a bridging technology.
While the implementation of IPv6 went slowly, it was identified that the NAT mechanism can
be used to handle several other network problems. Relevant practically used functions of NAT
are the hiding of the (addresses of) the local network infrastructure for security reasons and the
persistence of the internal IP addresses even in the case of changing the Internet provider or
when multi-homing is used. However, NAT violates the end-to-end principle guiding the design
of the IP protocols. This principle means that a communication relationship is controlled by the
peer hosts and transparently supported by the IP network. Especially, an IP network can largely
operate stateless. l.e., for the correct operation of the network, routers need not to store
information about a data flow from IP packet to IP packet or to change IP packets (except for
forwarding related header fields). This does not cover the use of proxies or Application Layer

gateways that have to evaluate the protocol data.

Numerous discussions have taken place about the pros and cons of NAT. They are not to be
repeated here. It is relevant to know that the end-to-end principle is one of the basics of the
design of IP protocols (and therefore an assumption protocol and application developers rely
on) and that, on the other hand, NAT is used as a simple solution to perform network tasks. In

some situations, both together can result in problems.

Using IPv6, there is no longer a need to use NAT. RFC 4864 (“Local Network Protection for
IPv6”) [RFC4864] describes several IPv6 mechanisms and how they can be used to perform
network tasks. It shows the relationship between the goal, the corresponding NAT feature

when IPv4 is used, and the native IPv6 mechanism.

After long discussions, RFC 6296 (“IPv6-to-IPv6 Network Prefix Translation”) [RFC6296]
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specifying a mechanism similar to NAT is now available. However, its use is not recommended.
The usual network tasks can be performed with other IPv6 mechanisms. E.g., the persistence of
the IP addresses is ensured via the addressing scheme of the public administration. The internal
address and network structure is not visible due to the Application Layer gateway, proxy or
reverse proxy usually used.

IPsec Protocol Family

The support of IPsec is recommended to protect the communication. Its predominant use is the

establishment of tunnels between networks or sub-networks.

The current, recommended version of IPsec (“IPsec v3“) is defined in RFC 4301 (“Security
Architecture for the Internet Protocol”) [RFC4301].

An IPsec security association (SA) simultaneously coupling IPv4 and IPv6 sub-networks is
forbidden. IPv4 and IPv6 connections shall always use a dedicated session key in dedicated SAs.
This does not preclude the transport if IPv4 in IPv6 or IPv6 in IPv4 in IPsec tunnel mode. This

operation mode is recommended explicitly.

The use of IPsec in its actual version implies the use of IKEv2. For special scenarios, the use of
IKEv1 is possible, especially when interoperability with nodes not yet being IKEv2-enabled is
required.

Optionally, the use of IPsec-v2 is possible.

Concerning the support of cryptographic algorithms, the profile only provides a summary of the
available standards. The technical guideline (“Technische Richtlinie”) TR-02102 of the BSI
[TRO2102] (“Kryptographische Verfahren: Empfehlungen und Schlissellangen”) or the NIST
Special Publication (SP) 800-133, Recommendation for Cryptographic Key Generation
[NIST_KGEN] from December 21, 2012 can be used for the concrete selection and

configuration. It shall be ensured that the latest version of these guidelines is used.
Multicast

In the profile, multicast is considered in its role as a necessary, basic mechanism of the IPv6
network management. This view currently does not cover the use of multicast for application

purposes, e.g. for multimedia applications.

For the support of multicast listener discovery (MLD), implementation of one of the
specifications RFC 3810, RFC 5790 or RFC 2710 is necessary and therefore mandatory.
Preferentially, MLDv2 (RFC 3810) should be implemented, which enhances the functionality of
MLDv1 by source-specific multicast. Lightweight MLDv2 (RFC 5790) is a simplified subset of

MLDv2 without the ‘exclude’ functionality (blocking of packets from undesirable source
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addresses). When MLDv1 (RFC 2710) is used, RFC 3590 (“Source Address Selection for MLD“) is
mandatory and all nodes using the link shall use the MLDv1 mode.

Quality of Service (QoS)

Several methods are used to support quality of service. Typically, their use is limited to an
administration, single administrational areas or to the interface to a specific Internet provider
due to mutual agreements. DiffServ is the only noteworthy method used, especially due to
functions that are backwards-compatible to the TOS field functions defined in IPv4.

3.4.2.2 Network / System Management

Generally, the support of network management using SNMP is recommended for all nodes. The
operation of the network management system via IPv4 or IPv6 is independent from using IPv6
for the normal operation of the node. l.e. even if the normal communication of the node uses
IPv6, management data can, in principle, be queried via an IPv4-based network management
interface. For newly acquired devices, the use of SNMP via IPv6 shall be supported. Under
normal conditions, only passive use of the network management system is envisaged, i.e. the
reading access to management data, e.g. to present the network status. For security reasons,

the setting of values via network management is allowed only when necessary.

In the node profile, the implementation of some specific, standardised MIBs is recommended.
Generally, one should take care that the manufacturer-specific extensions of the MIBs are

adapted and available for the use in conjunction with IPv6, too.

3.4.2.3 Link-Specific Requirements

In general, the network access of a node can take place via the following mechanisms

. direct use of data transmission protocols
. use of virtual links and tunnels
. use of complex access networks like mobile communications networks

In this section of the node profile, typical network access technologies from the LAN and WAN
area are listed as references. This list is not necessarily complete. In general, a node will only
implement the technologies it will really use.

More link-specific requirements are given in the router section.
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3.4.3 Router

Routers are key components of any network infrastructure. A router is a routing and relaying
device coupling nodes and complete networks at IP level. It performs routing decisions based
on IP level data, primarily on the destination IP address.

The specific requirements concerning routers are categorised as follows:

the communication of the router,

the routing and relaying functions,

the functions for network and system management, and

the link-specific requirements

3.4.3.1 Communication of the Router

The communication of the router covers all functions that have to be implemented by a router
to participate in IPv6 communication and the functions necessary for the management and the

protection of this communication.
Basic Requirements

The response behaviour of routers concerning the transmission of ICMP error messages shall be

configurable. Too many such messages can overload the network and the transmitting router.

Rate limitation for such messages is one configuration alternative. Rate limitation can be scaled
up to the (temporary) blocking of ICMP error message transmission. Non-configurable response
behaviour would be a risk for proper network and router operation as attackers could force the

transmission of too many ICMP error messages.

On all links, it should be possible to transmit the MTU value in router advertisement messages.

This prevents a more complex determination.

To detect misbehaviour of other routers, being intentional or resulting from errors, it should be
possible to log inconsistent router advertisement messages. Inconsistencies are, e.g.,
contradictory messages from one or more routers or messages in contradiction to the

knowledge of the detecting router.

All routers should support jumbograms. This can enhance the future-proofness of these central

components.

Addressing
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The use of 127-bit prefixes on point-to-point links (conforming to RFC 6164) limits the
opportunity for attacks via hidden channels and is therefore mandatory. This function
corresponds to the 31-bit prefixes commonly used on point-to-point IPv4 links.

SOHO routers shall support automatic configuration as the configuration is typically performed
by the Internet service provider. For this purpose, it can be necessary that a SOHO router is able
to act as a DHCPv6 client conforming to RFC 3315 (“Dynamic Host Configuration Protocol for
IPv6 (DHCPv6)“). Otherwise, this address configuration method is not recommended. A CE
router getting its prefix via DHCP shall implement RFC 3633 (“IPv6 Prefix Options for DHCPv6“).

It is recommended not to use privacy extensions for router address configuration conforming to
RFC 4941 (“SLAAC Privacy Extensions”). Routers need a permanently valid address for proper
usability.

DNS

SOHO routers shall be able to distribute DNS configuration data using router advertisements
conforming to RFC 6106 (“IPv6 Router Advertisement Options for DNS Configuration®).

Transition Mechanisms

CE routers shall implement generic router encapsulation (GRE) as specified in RFC 2784 and the
corresponding specific encapsulation in IPv6 packets conforming to RFC 2473 (“Generic Packet
Tunnelling and IPv6“). Conforming to RFC 4891 (“Using IPsec to Secure IPv6-in-IPv4 tunnels”),
this is also valid for IPsec in transport mode for IPv4 tunnels transporting IPv6 packets if no VPN
crypto-gateway is used in addition. In this context, the key and numbering extensions to GRE
conforming to RFC 2890 (“Key and Sequence Number Extensions to GRE”) should be available,

too.

IPsec Protocol Family

The recommendations for nodes apply to routers as well.
Multicast

If the use of protocol independent multicast (PIM) in conjunction with source-specific multicast
(SSM) is planned, PIM — Sparse Mode (PIM-SM) conforming to RFC 4601 (“PIM — Sparse Mode
(PIM-SM)“) should be implemented. If the use of PIM without SSM is planned, PIM-SM or PIM —
Dense Mode (PIM-DM conforming to RFC 3973 (“PIM — Dense Mode (PIM-DM)“) can be
selected. The support of rendezvous point addresses in multicast addresses (for PIM-SM any-
source multicast conforming to RFC 3956 (“Embedding the Rendezvous Point (RP) Address in an

IPv6 Multicast Address”) is optional.
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Quality of Service (QoS)
The recommendations for nodes apply to routers as well.
Home Agent for Mobile IP

If it is planned to use the router as a home agent for mobile IP, some requirements are

resulting:
. The home agent function conforming to RFC 6275 (“Mobility Support in IPv6“) as
well as RFC 3776 (“Using IPsec to Protect Mobile IPv6 Signalling between Mobile
Nodes and Home Agents”) and RFC 4877 (“Mobile IPv6 Operation with IKEv2 and the
Revised IPsec Architecture”) shall be implemented.
. It is recommended to implement RFC 4282 (“The Network Access Identifier”), RFC

4283 (“Mobile Node Identifier option for MIPv6“) and RFC 5555 (“Mobile IPv6
Support for Dual Stack Hosts and Routers”) additionally.

It is not defined finally and uniformly if network access identifiers or other service-provider-
independent identifiers for mobile hosts are used in the context of pubic administrations.
Nevertheless, a home agent should be prepared correspondingly. The use of service-provider-

independent identifiers can be advantageous from the point of security.

For still a long time, mobile hosts will face native IPv6 or IPv4 depending on the local situation.
Therefore, the corresponding home agent should provide uniform and complete support for

both protocol versions.
Mobile Router

Mobile routers shall implement RFC 3963 (“Network Mobility (NEMO) Basic Support”).

3.4.3.2 Router Functions

The router functions primarily include the different routing protocols available for different
local situations and supporting different roles of routers (access router or network-internal

router).
Basic Requirements

In a network where it is planned to use DHCP across consecutive links, each router shall
implement the DHCPv6 relay function conforming to RFC 3315. Otherwise, DHCP messages
cannot reach their destination.

Routing Protocols
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Several routing protocols exist. They can be used alternatively or, depending on the role of the

router, simultaneously.

The following applies to routers at administrative borders, so-called exterior routers or CE

routers (customer edge routers):

. They shall implement the Border Gateway Protocol 4 (BGP-4, RFC 4271) and the
specifications in RFC 1772 (“Application of the Border Gateway Protocol in the
Internet”), RFC 4760 (“Multiprotocol Extensions for BGP-4“) and RFC 2545 (“Use of
BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing”). RFC 4760 and RFC
2545 specify the necessary protocol extensions for the support of IPv6 as RFC 4271
and RFC 1772 were originally developed for a pre IPv4 environment.

. RFC 5492 (“Capabilities Advertisement with BGP-4“) should be implemented to
enable the exchange of information about their capabilities between routers and the
corresponding optimization of the procedures between them.

. It is recommended to implement RFC 2918 (“Route Refresh Capability for BGP-4). It
enables the querying of routing data previously announced by neighboring systems.

. It is recommended to implement RFC 1997 (“BGP Communities Attribute”) to enable
efficient use of BGP-4 and corresponding routing tables. This makes it possible to
distribute routing data corresponding to administrative requirements. It is also
recommended to implement RFC 5701 (“IPv6 Address Specific BGP Extended
Community Attribute”). This RFC specifies a number of community identifiers and
their classification. This enables a more fine-grained differentiation of communities

and simplifies filtering (based on the class).

The potential advantage of supporting virtual private networks (VPNs) based on BGP and MPLS
in and by public administrations has not yet been determined. Especially, a corresponding

solution had to be compared to other solutions in terms of security aspects.

As internal routing protocols within an administrative domain, several alternatives are
available: Routing Information Protocol Next Generation (RIPng, RFC 2080), Open Shortest Path
First (OSPF, RFC 5340 in combination with RFC 2328) and IS-IS (RFC 5308 in combination with
RFC 1195, RFC 5305 and ISO/IEC 10589:2002). The selection is at the discretion of the operator
of the domain and technically independent of the methods used in other — including

neighbouring — domains.
. RIPng:

RFC 2080 (“RIPng for IPv6“) completely specifies RIPng for IPv6 environments.
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. OSPF:

RFC 5340 (“OSPF for IPv6”“) specifies the extensions / changes to OSPF version 2 (for IPv4, RFC
2328) required for IPv6 environments.

To prevent the processing of routing messages originating from unauthorised systems, the
messages shall at least be protected by authentication data conforming to RFC 4552
(“Authentication / Confidentiality for OSPFv3“). RFC 4552 implies the availability of IPsec.

. IS-1S:

RFC 5308 (“Routing IPv6 with IS-IS”) specifies the extensions to RFC 1195 (“Use of OSI IS-IS for
Routing in TCP/IP and Dual Environments®) in conjunction with RFC 5305 (“IS-IS Extensions for
Traffic Engineering”) required to support IS-IS in IPv6 environments.

RFC 1195 only contains extensions / changes to ISO/IEC 10589:2002 (,Intermediate System to
Intermediate System intra-domain routeing information exchange protocol for use in
conjunction with the protocol for providing the connectionless-mode network service (ISO
8473)“) which therefore shall be implemented, too.

Virtual Router Redundancy Protocol (VRRP)

Under certain conditions, routers in a physical broadcast LAN, e.g. an Ethernet- or WLAN-based

network, can automatically take over the duties of failed routers.

RFC 5798 (,,Virtual Router Redundancy Protocol (VRRP) version 3 for IPv4 and IPv6“) specifies a
protocol for the configuration and the execution of the take-over without involvement of the

hosts concerned.

As the method conforming to RFC 5798 reacts much faster than neighbour and router discovery
methods, as it requires less communication effort and as it does not involve the hosts

concerned, its availability is advantageous.

3.4.3.3 Network / System Management

The management functions especially enable remote querying of data collected about the

communication by the router.
SNMP

If the use of SNMPv3 conforming to RFC 3410 (“Simple Network Management Protocol version
3“) and the numerically following RFCs is planned, routers shall implement RFC 3414 (“SNMP
User based Security Model“). The querying and especially the setting of router parameters are
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critical functions in terms of security and shall therefore be protected against unauthorised use.

The format of management data — especially when SNMP is used — is specified in management
information bases (MIBs). Routers supporting SNMP shall implement RFC 4293 (“Management
Information Base for the Internet Protocol (IP)“) and RFC 4292 (“IP Forwarding Table MIB“),
too.

If the use of IP tunnelling is planned, corresponding routers shall implement RFC 4087 (”IP
Tunnel MIB“). If it is planned to use a given router as a mobile IP home agent or — less often —
as a mobile node or as a correspondent node (communication partner of a mobile node), the
router shall implement RFC 4295 (“Mobile IPv6 Management Information Base”).

The implementation of RFC 3289 (“Management Information Base for the Differentiated
Services Architecture”) is optional.

If a given router is used as an RMON agent (remote network monitoring agent), then the router
shall implement RFC 3919 (“Remote Network Monitoring (RMON) Protocol Identifiers for IPv6
and Multi-Protocol Label Switching (MPLS)“).

IPFIX / NetFlow

If it is planned to use IPFIX / NetFlow, templates with IPv6 information elements (IEs) shall be

provided.

3.4.3.4 Link-Specific Requirements

The link-specific requirements describe which standards, recommendations (e.g. of the ITU )
are valid for the different link types. Special emphasis was put on access network links, as a

broad variety exists there.

No recommendations are given concerning the link-specific requirements. On one hand -
concerning virtual links — these requirements are highly dependent on the specific situation and
the use of the network where the router concerned is used. On the other hand — concerning

access networks — the operators of the access networks enforce the requirements.
More link-specific requirements are given in the profile sheet “Node”.

Virtual Links

Virtual links in a router can:

o enable IPv6 communication via a (partially) IPv4-only infrastructure (e.g. an IPv4 access

network), e.g. conforming to RFC 4213 (“Basic Transition Mechanisms for IPv6 Hosts and
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Routers”) or RFC 5969 (“Pv6 Rapid Deployment on IPv4 Infrastructures (6rd) — Protocol
Specification),

. support different Layer 3 protocols on top of an IPv6 infrastructure as specified in RFC
2473 (“Generic Packet Tunnelling in IPv6 Specification”), and

. increase the efficiency of message forwarding, e.g. using the method specified in RFC
3031 (“Multiprotocol Label Switching Architecture”), where routing is not performed for each
packet individually but packets are allocated to pre-configured routes.

3.4.4 Host

Hosts are the endpoints of the communication. A large number of device classes can be
distinguished: PCs as fixed workplaces in a public administration, mobile access via notebooks,
internal servers for infrastructure services or servers to provide user and government

applications.

The profile of the host is based on the profile of the node. Therefore, many parts contain

references to requirements for nodes.

3.4.4.1 Communication of the Host

The communication of the host covers all functions that are necessary to participate in an IPv6

network.
Basic Requirements

For security reasons, it shall be configurable that a host does not react on redirect messages of

the neighbour discovery protocol (NDP).

Path MTU discovery, a necessary mechanism to participate in IPv6 communication, may be

implemented via higher layer protocols as specified in RFC 4821.
Addressing
It should be possible to determine the source address via a configurable rule table.

Besides static / manual address configuration, as required for each node, hosts shall implement

automatic address configuration, too. The mechanisms are SLAAC or DHCPv6.
Hosts shall implement privacy extensions conforming to RFC 4941.

For sufficiently large networks, the use of DHCPv6 is recommended. When DHCPv6 is used, the

host shall implement the DHCP client function. For security reasons, hosts shall ignore DHCP
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options not specified for the type of a given message.
DNS

If the use of DHCP is planned, the DHCPv6 option to configure the DNS server shall be

implemented.
Mobile IPv6

The support of mobile IP in the profile sheet “Host” addresses two device classes, which are
distinguished in the following subsections:

. hosts communicating with mobile hosts
. mobile hosts
Non-mobile host prepared to communicate with mobile hosts

The communication between a non-mobile and a mobile host can be optimised if the non-
mobile host implements the route optimization mechanism specified in chapter 8.2 of RFC 6275
(“Mobility Support in IPv6”).

In this case, the mobile host may — if no security concerns exist — accept that the
communication takes place between the two hosts directly, without using the home agent of
the mobile host as a forwarder. For this purpose, the non-mobile host gets informed about the

actual direct IUPv6 address (care-of address) of the mobile host.
The implementation of the route optimization mechanism is recommended.
Mobile Host

Mobile IP is available for the communication with mobile devices. It is specified in RFC 6275
(“Mobility Support in IPv6”). A conforming mobile host shall implement the functions specified
in chapter 8.5 of this RFC.

Mobile hosts should support the route optimization mechanism described above, too. It can
only be used if it is implemented by all hosts and home agents (see chapter 4.3) involved in a

given communication.

The home agent functions specified in RFC 6275 are not used in a host. Thus, an

implementation is superfluous.

For the management of the communication with mobile hosts, these must be able to exchange

data with their home agent (a component on a router of the home network) in a trustable —
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and, if required, a privacy-protecting — way. For this purpose, the implementation of RFC 3776
(“Using IPsec to Protect Mobile IPv6 Signalling Between Mobile Nodes and Home Agents”) and
of RFC 4877 (“Mobile IPv6 Operation With IKEv2 and the Revised IPsec Architecture”) is
mandatory.

As mobile hosts are often used in networks of different operators, they should implement RFC
4283 (“Mobile Node Identifier option for MIPv6“) and RFC 4282 (,The Network Access
Identifier”). This enables an identification of device or user independent from the home IP
address of the host, e.g. for accounting purposes.

Originally, mobile IP was specified for the support of IPv6 only. However, it can be used for IPv4
with minor extensions. Therefore, it is advantageous to use a common protocol specification of
both IP variants. The necessary extensions are specified in RFC 5555 (“Mobile IPv6 Support for
Dual Stack Hosts and Routers”) and should be implemented by mobile dual-stack hosts.

3.4.4.2 Application Support

On hosts, not only the direct network functions are relevant for the functioning in an IPv6
environment. Additionally, certain mechanisms of the applications have to support IPv6. Input
masks for IP addresses, especially of web browsers, are an example as well as the size of
internal data fields to store these addresses. In this section of the host profile, a several RFCs
are listed that specify APIs for which IPv6 support is necessary. These RFCs shall be
implemented if corresponding functions are used by applications running on a given host, e.g.

via the access to software libraries.

An application shall take into account the mentioned RFCs for the selection and use of multicast

addresses if the application uses multicast communication.

3.4.4.3 Network / System Management

The .network and System management is described by the node profile. It is recommended,
especially for servers, to implement the MIB conforming to RFC 2790. It makes it possible to
qguery the actual performance data of the host. It has to be noted that this MIB is not IPv6-

specific.

3.4.5 Security Components

This section covers several components:
J packet filters

J application layer gateways
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. VPN crypto-gateways
o intrusion detection / prevention systems (IDS, IPS)

In the following, only recommendations and ratings concerning the specific functionality of the
component concerned are given. Components additionally providing other functions (e.g. as a
host or router), shall comply with the requirements for these functions, too.

The specific functionality of security components is scarcely specified by RFCs or other
standards (up to now). Therefore, both the corresponding profile sheets and this description
are considerably different from the basic network components (hosts and routers).

The functionality of IPv6 packet filters and application layer gateways is determined by local
functions in the corresponding security components. The functionality of VPN crypto-gateways
is determined by bilateral, partially proprietary protocols between peer gateways. Therefore,
the corresponding profile sheets primarily describe necessary or recommended (observable)
capabilities of such components. Less emphasis is put on the concrete implementation of these
capabilities.

It has to be noted that certain functions are deliberately not implemented by security
components as many functions can increase the vulnerability for attacks. In a real environment,
it has to be ensured that the device used is well adapted to the usage scenario. Therefore,

intended deviations from the profiles are possible for security components.

Intrusion detection / prevention systems are not covered here due to the large number of

different approaches.

3.4.5.1 General Requirements for Security Components

Security components are transit systems, i.e. they forward incoming data packets if these are

qualified as secure or after they have been changed correspondingly.

All transit systems have to support the following function categories:

J general

J communication of the transit system

. network / system management

o support of the transit traffic

o self-protection while performing the specific protection functions
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Due to security requirements, deviations between the requirements described in the profile
and real functions of security devices are possible. Clarify the details with the manufacturer
concerned. Due to its checklist nature, the profile can support this clarification.

Generally, the functions and the performance of a security component should at least be in
accordance with those of a (existent) corresponding IPv4 component.

When an IPv4 network is migrated, it is recommended to analyse first, which of the functions of
the IPv4 security components should be available in the IPv6 environment, too, to reach at least
equivalent functionality between IPv6 and IPv4 use.

This analysis is especially important as most of the concrete security functions are not specified
in RFCs or standards and implemented in different detail using manufacturer-specific

mechanisms.

Here, the functions of the security components are classified as follows: general
communication functions, support of the transit traffic, supported network / system

management functions and the specific protection functions.

A security component has to provide communication functions to be able to participate in IPv6
communication. The requirements are largely equivalent to those for IPv6 nodes as described

in section 3.4.2.1.

As long as trustable neighbour discovery (e.g. using SEND) is not available, security devices
should ignore incoming router advertisements. A misrouting of the data traffic, especially when
it happens near to central components like security devices, can have a dramatic influence on

the performance and the security of the network.

For point-to-point links, the implementation of RFC 6164 (“Using 127-Bit IPv6 Prefixes on Inter-

Router Links”) is mandatory to prevent hidden channels.

The implementation of RFC 4862 (“IPv6 Stateless Address Autoconfiguration”) is not

mandatory, but the following functions should be implemented:
. on-demand deactivation of address autoconfiguration

. on-demand permanent setting of the managed address configuration flag and the

other stateful configuration flag in IPv6 messages

. configuration of the link-local addresses using SLAAC
. multiple address detection using SLAAC
. on-demand deactivation of multiple address detection using SLAAC for
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multicast interfaces
It is not recommended to configure addresses other than link-local ones using SLAAC.

The support of the transit traffic covers the functions additionally required to forward
compliant user and control data by the security component. These are:

. the recommended implementation of jumbogram support,

. the support of neighbour discovery by other nodes via router advertisements and
router solicitation and

. the forwarding of DHCP messages.

. The mechanisms to support quality of service applied in the network concerned
should be implemented. Quality of service can only be provided if it is supported by
all components on a given data path.

In the area of network / system management, a monitoring of the network components is
recommended. Typically, SNMP is used for this purpose. Details concerning the SNMPv3 RFCs
are given in section 3.4.2.2 and the corresponding profile sheet. For security reasons, it may be
necessary to use an SNMP proxy. This enables to configure read-only access to the

configuration data and to block the changing of configuration data via writing access.

The general management and configuration requirements valid for all IPv6 devices are detailed

in section 3.4.7.

Security devices shall provide administration functions and be protected against unauthorised
access. Authorisation and authentication are mandatory for the access to configuration
function. If unauthorised access is suspected, the components shall log corresponding events
and send alarmes.

A security device shall protect itself against compromising its functioning when applying its
specific protection functions. Security components are prominent attack targets themselves. A

successful attack can influence whole sub-networks.

Typical attacks target a malfunction, a performance reduction or a total breakdown in the case

of overload.

Self-protection addresses the protection of the resources for packet processing against attacks.
Nevertheless, it shall be ensured that packets cannot circumvent their analysis applying such
attacks. In a resource-critical situation, security components should drop packets that cannot

be analysed sufficiently.
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A security component shall implement protection against fragmentation attacks. This is
important both in IPv43 and in IPv6 networks. It has to be noted that security components must
reassemble packets for detailed analysis even though reassembly is envisaged in hosts only.

General self-protection requirements (valid for both IPv4 and IPv6) are:

. The intended protection quality shall be reached even under heavy load conditions.
If necessary, the component shall create an alarm and block the communication
completely.

. The configuration of a security component should be protected against
manipulation. A typical mechanism is to keep a signed copy of the configuration
data — possibly on a separate component — and the regular comparison of the
configuration with this copy.

3.4.5.2 IPv6 Packet Filter

A packet filter controls the connection between networks and protects a network against
attacks from outside. It cannot protect against internal attacks. It can only protect on the
layer(s) where it is applied (depth of analysis). A Network Layer packet filter cannot protect
against Application Layer attacks.

In general, it has to be noted that the use of packet filters is one of a large number of security
measures. Packet filters should be combined in a useful way with other measures (e.g. intrusion

detection systems) to establish several lines of defence.

Packet filter functions are categorized as follows:

J general

J communication of the packet filter

J support of the transit traffic

. network / system management

J packet filter functionality (protection functionality) consisting of
° self-protection of the packet filter device
° packet analysis

The requirements related to the different categories are given in the profile sheet “Packet
Filter” and are explained below, if necessary.
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III

The requirements of the categories “general”, communication of the packet filter, support of
the transit traffic and network / system management are those which are valid for security

components in general (see section 3.4.5.1).

In practice, many devices with a packet filter component works as a router, too. In this case, the
requirements for IPv6 routers given in profile sheet “Router” and in section 3.4.3 shall also be
fulfilled.

The core packet filter functionality — the protection of the internal edge components against
attacks from outside and the protection of internal data against unauthorized diffusion to the
outside — includes the protection of the resources of the packet filter against attacks and the
analysis of incoming IP control data.

In a dual-stack environment, a packet filter analyses both, IPv6 and IPv4 packets, or a single
protocol version only. In the latter case, it shall be ensured that all packets of the unsupported
IP version are dropped.

Besides the general self-protection functions of security components, a packet filter shall be
prepared against attacks with long chains of extension headers. Attacks using options in hop-

by-hop extension headers should be detected and handled, too. These attacks are iPv6-specific.
Packet Analysis

Concerning the analysis of incoming user and control data, we distinguish the following

categories:
) functions for all packets
. fragmented packets
. jumbograms
. encapsulated packets
. packets containing extension headers
. ICMP packets

Concerning the functions for all packets, the following particularities shall be taken into
account:

. Blocking of packets based on port numbers, protocol type, and IP addresses
(mandatory): It shall be possible to configure the blocking of arbitrary protocols,

source and destination port numbers and source and destination IP addresses and of
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arbitrary combinations thereof. This functionality is required for both IPv4 and IPv6
packet filters. Special emphasis has to be put on the fact that all IP address types
shall be supported.

. Asymmetrical blocking (mandatory): It shall be possible to limit the blocking based
on specific IP header contents to one transmission direction (outgoing or incoming).
This functionality is required for both IPv4 and IPv6 packet filters.

. IP header analysis (mandatory): As the IPv6 header is different from the IPv4 header,
this function shall for be implemented for IPv6 specifically and it shall support all
mandatory, recommended and optional header fields.

. Handling of IPsec traffic (mandatory): Depending on the requirements of the
operator, a packet filter shall be able to block IPsec connections completely or to
selectively block IPsec traffic based on certain IP header contents.

. Stateful packet inspection (mandatory): This functionality is required for both IPv4
and IPv6 packet filters. However, specific functions shall be implemented for IPv6
packets, e.g. for the rate limitation of ICMPv6 packets.

. Detection of malformed packets (mandatory): This is necessary in IPv6 packets, too.
As IPv4 and IPv6 packets are different, specific functions are required for IPv6

packets.

. Detection of small packets (< 1280 octets) (recommended): especially many small
fragments of large messages may be an indication for a denial of service attack. This
kind of attack is possible in IPv4 networks, too. However, specific functions are
required for IPv6 as the packet, fragment and message sizes, and the fragmentation

strategy are different between IPv4 and IPv6.

. Detection of known attacks (recommended): This recommendation is unspecific and
therefore not justiciable, but it is a placeholder for concrete known attacks that can

be named by potential customers or by a provider.

. Detection of port scans (recommended): Typically, port scanning is a pre-stage of a
dedicated attack. However, it can be a denial of service attack, too. This functionality
is useful for both IPv4 and IPv6 packet filters.

. Detection of host scans (recommended): In general, host scanning is a pre-stage of a
dedicated attack. However, it can be a denial of service attack, too. This functionality
is useful for both IPv4 and IPv6 packet filters. However, different attacker behaviour

may be expected as for IPv6 the address space is larger and other address types and
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well-known addresses exist.

. Port-to-application mapping (optional): The rule-based change of the port typically
used for an application by a packet filter can prevent attacks and/or enable access of
different user groups to different functional subsets of an applications. This
functionality is useful for both IPv4 and IPv6 packet filters.

It shall not be possible that fragmentation or the use of extension headers circumvents the
analysis of a packet by the packet filter. All packet filters shall implement functions to analyse
such packets.

When handling fragmented packets, the following particularities shall be taken into account:

. Logging of the number of fragmented packets per source IP address for the
detection of possible denial-of-service attacks.

. Reassembly of fragmented packets (recommended): In contrary to RFC 2460,
reserving reassembly for hosts, a packet filter should reassemble packets for in-
depth analysis. Compliant packets can be forwarded after the analysis without a new
fragmentation if the fragments are stored for this purpose.

When handling tunneled packets, the following particularities have to be taken into account:

. Detection, analysis and blocking functions for tunnelled packets (mandatory): In
extension to the functionality for native packets, it shall be possible to block certain

kinds of encapsulation completely.

. Stateful packet inspection (mandatory): This functionality shall be available for

encapsulated packets, too.

. Detection of IPv6-inIPv6 encapsulation (mandatory): IPv6-inIPv6 encapsulation may

be an attempt to prevent analysis of packets.

When handling packets with extension headers, the following particularities have to be taken

into account:

. Detection and interpretation of extension headers (mandatory): Possible sub-

functions are:

° Detection of unusual header order (mandatory)
° Detection of unusual header repetition (mandatory)
° Detection of the extensive use of options in hop-by-hop headers (mandatory)
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. Detection of invalid options (mandatory)
. Detection of padding octets that are not zero-filled (mandatory).
When handling ICM;Pv6 packets, the following has to be taken into account:

o Filtering of ICMPv6 packets conforming to RFC 4890 (mandatory): ICMPv6 packets
may not be blocked generally as some of them contain essential messages (e.g.
message-too-big messages).

3.4.5.3 Application Layer Gateways

An Application Layer gateway has the task to monitor the communication necessary for one or
more specific applications and to change or block this communication if necessary. For this
purpose, transport connections are terminated by the Application Layer gateway. The
Application Layer gateway performs internal routing and relaying of the application messages

between incoming and outgoing transport connections.

Formally, an Application Layer gateway could act independently from the IP version used.
Practically, dependencies exist to the used IP version via the availability of different and/or
additional functions.

The Application Layer gateway functions are categorized as follows:

J general

J communication of the Application Layer gateway

J support of the transit traffic

. network / system management

J filter / protection functions consisting of
° self-protection of the Application Layer gateway device
° packet analysis

The requirements for the individual categories are given in the profile sheet “Application Layer

Gateway” and detailed below, if necessary.

To a large extent, the requirements of the categories "general”, communication of the
Application Layer gateway, support of the transit traffic and network / system management are
those which are valid for security components in general (see section 4.5.1).
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Additionally, an Application Layer gateway should be able to perform Packetization Layer Path
MTU Discovery conforming to RFC 4821 (the determination of the maximum packet size by
evaluating application-related traffic).

For the non-transparent, authenticated access from external networks, the SOCKS5 protocol
[RFC 1928] is available. Its provisioning — including secure configuration facilities — by
Application Layer gateways is recommended.

In practice, many devices with an Application Layer gateway component work as a router, too.
In this case, the requirements for IPv6 routers given in profile sheet “Router” and in section 4.3
shall also be fulfilled. Besides that, combinations between Application Layer gateways and
packet filters exist. In this case, the requirements of the profile sheet “Packet Filter” and of
section 4.5.2 shall be fulfilled additionally.

The core Application Layer gateway functionality — the protection of the internal edge
components against attacks from outside and the protection of internal data against
unauthorized diffusion to the outside — includes the protection of the resources of the
Application Layer gateway against attacks, the analysis of incoming user and control data and, if
necessary, the changing of this data.

Packet Analysis

The evaluation of incoming user and control data is further categorized as follows:

. functions for all messages
. typical applications
. Concerning the functions for all messages, the following particularities have to be

taken into account:

. In general, both user and control data of the protocols and layers concerned shall be
handled.

. It shall be possible to block (i.e. discard) messages of undesirable protocols
completely.

. Configurable blocking or changing of port numbers and addresses as far as these are

explicitly exchanged with the IP layer (mandatory)

. Asymmetrical blocking (mandatory): It shall be possible to limit the blocking based
on application protocol type, individual protocol functions, port numbers and/ or

addresses to one direction of initiation (from internal to external or from external to
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internal). For example, HTTP request could be limited to the outgoing direction,

corresponding answers to the incoming direction.

. Configurable blocking or changing of options of the lower layers, as far as these are
explicitly exchanged with the IP layer (mandatory)

. Detection of non-conforming messages (mandatory): For the supported protocols, a
complete analysis of the messages shall be possible.

o Analysis / blocking of fragmented messages (mandatory): It shall not be possible
that fragmentation circumvents the analysis of a message by the Application Layer
gateway. Application Layer gateways shall b able to detect and to handle
fragmentation above the IP layer.

. Reassembly of fragmented messages (recommended): An Application Layer gateway
should reassemble application-related messages for in-depth analysis. Compliant
messages can be forwarded after the analysis without a new fragmentation if the
fragments are stored for this purpose.

. Analysis and blocking functions for encrypted messages (mandatory): It shall be

possible to analyze and/or discard encrypted messages.

. Analysis and blocking functions for tunneled messages (mandatory): It shall be

possible to block certain kinds of encapsulation completely.

. Detection and handling of known attacks (recommended): This recommendation is
unspecific, but it is a placeholder for concrete known attacks that can be named by

potential customers or by a provider.

. An Application Layer gateway shall be able to handle all typical applications of a
given public administration in an appropriate way and corresponding to the latest

state concerning typical message fields and message sequences.

. Generally, typical applications are webserver communication (HTTP), e mail, file
transfer (in e-mail messages, via FTP) and applications for network and system

management.

o Taking into account the increasing use of voice-over-IP, Application Layer gateways
should implement corresponding support even if no use of voice-over-IP is planned

yet.
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3.4.5.4 VPN Crypto-Gateway

A VPN crypto-gateway provides protected virtual links via insecure, especially public, networks.
It works application-independent.

The VPN crypto-gateway functions are categorized as follows:

. general

. communication of the VPN crypto-gateway

. support of the transit traffic

. network / system management

. VPN crypto-gateway functionality consisting of
° self-protection of the VPN crypto-gateway device
. VPN crypto-gateway tunnelling variants

The requirements for the individual categories are given in the profile sheet “VPN Crypto-
Gateway” and detailed below, if necessary.

To a large extent, the requirements of the categories “general”, communication of the VPN
crypto-gateway, support of the transit traffic and network / system management are those

which are valid for security components in general (see section 3.4.5.1).

If it is planned to use a given VPN crypto-gateway directly at a redundant interface controlled
via VRRP, the VPN crypto-gateway shall implement RFC 5798 (,Virtual Router Redundancy
Protocol (VRRP) version 3 for IPv4 and IPv6“).

The same is valid for the implementation of the IPv6 variant of the hot router standby protocol

(HSRP) for corresponding interfaces. There exists no RFC for this protocol variant.

Besides the general self-protection functions for security components, a VPN crypto-gateway
shall be prepared against attacks with long chains of extension headers. Attacks using options
in hop-by-hop extension headers should be detected and handled, too. These attacks are iPv6-

specific.

A VPN crypto-gateway shall support all possible combinations of IP versions for the operation of
the virtual link on one hand and for the transported data traffic on the other hand. Especially if
a dual-stack gateway is to be expected at the remote side, simultaneous IPv6- and ilPv4-based

links shall be possible.
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3.4.6 Infrastructure Servers

This profile sheet covers different functional network components that are typically required
for proper network operation. These components can be realised as individual server devices.
In this case, they are based on the host profile. Alternatively, they can be integrated in a router
device. The requirements for an infrastructure server are only relevant if the use of the
corresponding IPv6 functionality is planned.

3.4.6.1 DHCP Server

The capabilities of a DHCPv6 server are specified in RFC 3315 (“Dynamic Host Configuration
Protocol for IPv6 (DHCPv6)“). Via several DHCPv6 options, the addresses of different (further)
infrastructure servers can be configured on the DHCPv6 clients. Due to their central importance
for the proper operation of a network, the implementation of the DHCPv6 options for DNS and
NTP servers on clients is deemed mandatory. The support of further DHCPv6 options is

recommended if and when implementations are available.

3.4.6.2 DNS Server

Due to the relevance of DNS, the profile contains recommendations for the operation of a DNS
server even though it is — largely — not IPv6-specific.

The use of a recursive DNS resolver is mandatory. Typically, it will access the DNS server of the
provider.

3.4.6.3 RADIUS Server

If a RADIUS server [RFC2865] is used for AAA (authentication, authorization and accounting)
when accessing IPv6 networks (e.g. for WLAN authentication), it shall be able to handle IPv6
addresses and address parts. The necessary RADIUS attributes are specified in RFC 3162
(“RADIUS and IPv6”). The RADIUS protocol itself is located above UDP and thus independent
from the IP version.

3.4.6.4 Tunnel Broker

A tunnel broker enables the automatic establishment of a tunnel to attach a sub-network or a
client to an existing IPv6 infrastructure. This efficiently supports the migration phase towards
IPv6 where access to a native IPv6 or dual-stack network is not yet provided by Internet service

provider at all possible locations.
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3.4.7 Management and Configuration

Most of the IPv6-enabled devices used in a public administration have configurable
communication parameters and one or more interfaces (local user interfaces, webservers,
dedicated applications for remote access) to perform this configuration and to query static
device characteristics, configuration values and logged data.

In the following, only interfaces for remote access are addressed. The requirements /
recommendations are independent of the kind of interface used, i.e. if a separate physical
management and configuration interface is provided or if the corresponding communication

takes place “in-band” (via a common interface used for other applications, too).

Configuration settings and relevant, locally logged events shall be available after a power
outage. Otherwise, a complete tracking of configuration operations would not be possible.

All devices should be equipped with at least one management and configuration interface for
remote access. The opportunity to configure and query all devices in an administrative domain
from a central point does not only increase the comfort and the efficiency of these operations.
Coincidentally, the risk to miss updates and critical events is reduced. This is especially

important if devices may be not physically accessible (e.g.in locked rooms).

In principle, a management / configuration interface should be accessible via both IPv4 and
IPv6. If the use of one of these protocols is (temporarily) not possible or undesirable, it should

be possible to block the protocol concerned.

Static, configurable and logged data shall be protected against unauthorized access (including
local access). For remote access, appropriate authentication and authorization mechanisms
shall be implemented.

It should be possible to enable access to logging data and alarms via IPv4 and IPv6 (like to the
configuration). It should be possible to disable one of the protocol versions when it is

(temporarily) not used for practical operation.

If a management and configuration interface uses IPsec and IPv6 transmission in an IPv4 tunnel,
it shall be possible to protect this IPv6 transmission using IPsec. At the terminal, it is possibly
not visible that a tunnel is part of the communication path. A later omission of the tunnel (due

to seamless IPv6 availability) shall not require changes at the terminal.

3.4.8 Enterprise Switch

Even though (layer 2) switches forward data below the IP layer, they should be able to detect
and handle certain IPv6 packets. Two aspects have to be distinguished:
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J It should be possible to block the forwarding of packets that can be classified on the
ingress side as being critical or that should not be forwarded for functional reasons.
Corresponding requirements are given in the section “Data monitoring and filtering” of the
profile sheet “Enterprise Switch”.

. Some IPv6 mechanisms are dependent on the availability of certain functions on all
forwarding devices on the data path. These functions should be implemented even if the use of
the dependent, higher layer functions is not yet planned. In the corresponding profile sheet
“Enterprise Switch”, such requirements are given in the sections “Quality of Service (QoS)” and
“Multicast”.

If the management and configuration interface of the switch shall support IPv6 communication,
the corresponding profile sheets, e.g. “Node”, are valid.
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4. CONCLUSIONS

As the development around IPv6 is still quite dynamic, and many new RFCs related to IPv6 are
still published each year, also the recommendations will develop in future revisions of the
profile documents. These upcoming standards, plus practical experiences of network
equipment vendors and users mandate updating of the documents in the future. Differences in
profiles existing in EU context should be discussed and removed in the updates, or the detailed
explanation of the reason should be given. We propose to use both the RIPE and the German
profiles depending of the intended purpose. The proposed solution does not exclude the
development of further profiles in other EU countries, as far as the profiles remain consistent to
each other.
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